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JlueT BU3MpOBaHMS OLIEHOYHBIX MATEPHAJIOB (OLIEHOYHBIX CPEICTB)
Ha O4YepeHON Yy4eOHbIH rojx

OueHouHble MaTepualibl (OIIEHOYHBIE CPEACTBA) MO JAUCIHUILUIMHE «AIMUHUCTPUPOBAHUE

UH(OPMAIIMOHHBIX CHUCTEM)» TMPOAHATU3UPOBAHbl M TMPU3HAHBI AKTyaJIbHBIMU IS

ucnons3oBanusg Ha 20 - 20 y4eOHBbIid TOJ.

[Ipotokon 3acenanus kadenpsl « TexHUUeCKnii CEpBUC U HHPOPMAITMOHHBIC TEXHOJIOTHI)

OT «__» 20 1. Ne

3asenyrommii kadeapont « TCullT» H.B.KoukoBas
« » 20 T

OneHouHble MaTepuanbl (OLIEHOYHbIE CPEACTBA) MO AMCLUUILIMHE «AIMUHUCTPUPOBAHUE

MH(POPMALIMOHHBIX CHUCTEM)» [POAHATU3UPOBAHBI W IPU3HAHBl AaKTyaJbHBIMHU IS

ucnonp3oBanus Ha 20 - 20 y4eOHBIif rof.

[Iporoxon 3acenanus kageapsl « TeXHUUECKUN CepBUC U MH(OPMALIMOHHBIE TEXHOIOTHHY

OT «__ » 20 1. Ne

3asenyronuii kadenpoit « TCuldT» H.B.KouxkoBas
« » 20 T

OueHouHble MaTepHalibl (OLIEHOYHBIE CPEACTBA) MO AMCLMIUIMHE «AJIMUHUCTPUPOBAHUE

MH)OPMAIIMOHHBIX CHCTEM)» NPOAHAIU3UPOBAHbl W TMPU3HAHBI AKTyaJIbHBIMU IS

ucrnonb3oBaHus Ha 20 - 20 yyeOHBIii ro.

[Iporokon 3acenanus kadenpsl « TexHnueckuit cepBUC U UHPOPMALIMOHHBIE TEXHOIOTHUU

OT «__ » 20 1. Ne

3asenyronuii kadenpoit « TCullT» H.B.KoukoBas
« » 20 1.

OrneHouHble MaTepualibl (OIIEHOYHBIE CPEACTBA) MO JAUCIMIUIMHE «AJMUHUCTPUPOBAHUE

MH)OPMAIIMOHHBIX CHUCTEM» TNPOAHATU3UPOBAHBI W TPU3HAHBI AKTyaJIbHBIMU IS

ucnosp3oBanus Ha 20 - 20 y4eOHBIif rof.

[Iporokon 3acenanus kadeapsl « TexHuueckuit cepBUC U UHPOPMAITMOHHBIE TEXHOIOTHUH

OT «__ » 20 1. Ne

3aBenyromuii kadeapoint « TCulAT» H.B.KoukoBas
« » 20 T




Conepxxanue

1 TTaciopT OLIEHOYHBIX MATEPUATIOB (OLIEHOYHBIX CPEJICTB)

1.1 TlepedyeHb KOMIETCHIIUNA, (OPMUPYEMBIX JTUCHMUIUIMHOW (MOJyJIeM), ¢
yKa3zaHueM 3TanoB ux ¢popmupoBanus B npoiecce ocoenust OITOIT

1.2 Omnucanue mokazateneili M KPUTEPUEB OILICHWBAHUSA KOMIETCHIUNA Ha
pa3IMYHBIX dTanax ux (GOPMUPOBAHUS

1.3 Meroanueckrue MaTepuasbl, ONPEACIIAIONIUE TPOIeAYyPhl OLICHUBAHUS 3HAHUH,
YMEHHM, HAaBBIKOB M (WUJIHM) OIBITA JEATEIBHOCTH, XapaKTEPHU3YIOIIUX ATarlbl
(dbopMUpOBaHHS KOMITETEHITNH, OMMCAHNUE IIIKAT OL[CHUBAHUS

2 KOoHTpOJIbHBIE 3a/1aHus (IEMOBEPCUN) JUIsSl OLICHKW 3HAHUM, YMEHUH, HABBIKOB U
() ompITa JAESATENBHOCTH, XapaKTEPHU3YIOUIUX JdTamnbl  (POpMUpOBaAHUS
KOMIIETEHIIMH B MTPOLIECCE OCBOEHUSI 00pa30BaTEIbHON MPOrPaMMBI

[Tpunoxxenne A Kapra TeCTOBBIX 3a/1laHUi

C.
5

13
14

19



1 ITacmopT OLEHOYHBIX MATEPHUAJIOB (OLIEHOYHBIX CPEICTB)

OueHouHble MaTepHalibl (OLIEHOYHBIE CPEACTBA) MPUJIATAOTCSA K padouyell mporpamme
TUCIUIUIMHBL W TPEACTaBIIIET COOOW COBOKYMHOCTh KOHTPOJIbHO-U3MEPHUTEIIbHBIX
MaTepHaJioB (TUIIOBbBIE 3a7auu (3aJjaHusl), KOHTPOJIbHbIE PA0OThI, TECTHI U JIP.) U METOJIOB
UX HCHOJB30BAHMS, MPEAHA3HAYEHHBIX JUIsI HU3MEPEHUs] YPOBHS  JOCTHIKEHUS
00y4aronIMMCsl yCTAHOBIICEHHBIX PE3YIbTaTOB O0yUCHUS.

OueHouHble MaTepuaibl (OLEHOYHBIE CPEACTBA) HMCIOJB3YIOTCS MpPHU MPOBEIECHUU
TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH U IPOMEKYTOYHOM aTTecTallui 00y4Yaromuxcsl.

1.1 Ilepevyennb KoMMeTeHIHIi, (POPMHUPYEMBIX TUCUMILINHOIM,
¢ YKa3aHueM 3TanoB ux ¢gopmuposanus B npouecce ocsoenuss OINTOII

[lepeuenp koMneTeHINH, GOPMUPYEMBIX B IPOLIECCE U3YUEHUS TUCHUIUIMHBIL:

[IK-4: CnocoOGHOCT, TPOBOAUTH  OOCIEJOBAHUE OpTraHU3alMii, BBISBIATH
MH(DOpMaMOHHBIE MOTPEOHOCTH  MOJb30Bareneld, (HOpMUPOBATH TpPeOOBaHUSI K
MH(POPMALIMOHHON CHCTEME.

IIK-3: CnocoOHOCTh OCYIIECTBIATh BeJICHHE Oa3bl JaHHBIX W TOAJACPKKY
MH(GOPMaLMOHHOTO 00eCNIeYeHHsl PEeIIeHUs] TPUKIIAIHBIX 3a7ad.

KoHeuHbIMU pe3ynbTaTaMyd OCBOEHHUS AMCLMILIUHBI SBJISIOTCA C(HOPMUPOBAHHBIC
KOTHUTUBHBIE JIECKPUNTOPBI «3HATH», KYMEThY, «BJIAJETh», PACIHCAHHBIE MO OTACIbHBIM
KoMIleTeHIUSIM. DOpMUPOBAHKUE JECKPUIITOPOB MTPOUCXOANUT B TEYEHUE BCErO CEMECTpaA
[0 ATaraM B paMKaxX KOHTAKTHOM paOOThl, BKJIIOYAIOLIEH pa3Iu4Hble BUAbI 3aHATHU U

CaMOCTOSTENIbHON palOoThl, C MPUMEHEHHEM pa3IUYHBIX (OPM U METOJOB OO0y4YEHUS

(tabu. 1).



Tabimua 1 — @opMupoBaHre KOMIIETEHIIMIA B MPOLECCE N3YUYECHUS TUCLMILIAHBI

Kon YpoBeHb Jeckpuntopsl Bun yueOHbIX Kontpomupye OnieHOYHbBIE MaTepHUAIIbI Kpurepun
KOMIIETE KOMTIETCHITHH(PE3YIbTAThI 3aHSTHH, pabOTEI, MBIE pa3JIeIibl (OLIEHOYHBIE CPE/CTBA), OIICHUBAHUS
HIIUU oOyueHus1, moKa3aTelu (bOpMBI U METOTBI 1 TEMBI UCIIOJIb3YEMbIE JJIs OLICHKU | KOMIIETEeHIIUH
JOCTHKEHUS Pe3ysibTara oOyueHus, JMCLHILTHHBL YPOBHS 4
00y4eHUs1, KOTOpPbIE CIOCOOCTBYIOIINE c(OpMUPOBAHHOCTH
00YYarOLIMHACS MOXKET (dbopMHpPOBAHUIO U KOMIIETEHIINH
MIPOJIEMOHCTPUPOBATH) PasBUTHIO
KOMIIETEHIINH
I1K-4 [Buaer craguu co3nanus UC; | Meroabl coxpanenus C u Jlex, Ip., Cp 1.1,1.2,1.3, KonTposbHbie BOIPOCHI, OTBeTHI Ha
METO/Ibl aHAINM3a PUKIIATHON | aHAu3a MOTPEOHOCTEH s JICKITHS 1.4., 15, 1.6, TectoBrIe 3aganns KOHTPOJIbHBIE
00acTH, *HPOPMAIMOHHBIX | WH(pOPMATU3AIMH 1.7,1.8, 1.9, BOIPOCHI;
OTPEOHOCTEH, HNpEAPUATUS 1.10, 1.11, Beinonuenue
dbopmupoBaHUs TPEOOBAaHUH K 1.12, NPAKTUYECKO
1C 2.1,2.2, 2.3, i paboThI 1
24,25, 2.6, ee 3aluTa o
2.7,2.8, 2.9, KOHTPOJIbHBI
2.10 M BOIIpOCaM B
dbopme
cobece10BaH
ust
'YMeeT MpOBOINUTH AaHAIIN3 IIpoBOIUTH CPaBHUTEIIBHBIN Jlex, Ip., Cp [TpakTuyeckas pabora,
MpeAMETHON 00J1acTH, aHaJIN3 U BEIOOP CHCTEMBI paboTta B MaJIbIX TecToBbie 3aaHus
BBISABIIATE MHOOPMALIMOHHBIC | aJIMMHUCTPUPOBAHHMS rpynnax,
NOTPeOHOCTH U aHaJIn3
pa3pabaTeiBaTh TpeOOBAHUS K MPAKTUIECKIX
NC; npoBoIuTh pabor

CpPaBHUTEJIbHBIN aHAIIN3 U
BbI00p UKT s pemenus
MPUKIIAIHBIX 3a7a4 U
coznanus MC; pazpabaTbiBaTh
KOHLENTYAJIbHYIO0 MOJIENb
NPUKIIaJAHOM 00acTH,

BBEIOMPATH




MHCTPYMEHTAJIbHBIE CPE/ICTBA
U TEXHOJIOTUU
npoexktupoBanus 1C;
MPOBOAUTH (hOpMATTU3ALIUIO U
pean3alnio peleHus
MPUKIIAIHBIX 33]1a4

Brnaneer HaBbIkaMu pabOTHI ¢
MHCTPYMEHTAIBHBIMHU
Cpe/ICTBaMU MOJICITMPOBAHHS
NpeIMETHOM 00J1acTHy,
NPUKITAIHBIX 1
MH(POPMAIIMOHHBIX
MPOIIECCOB; HABBIKAMH
pa3pabOTKU TEXHOJOTUYECKOM
NTOKYMEHTALUH;
MICTIOJTb30BAHMS
(YHKLIMOHATBHBIX U
TEXHOJIOTHYECKUX CTAaH/IapPTOB
M C; 6a30BBIMU HaBLIKAMH
MPAKTUYECKON pabOThI C
pOrpaMMHBIM 00€ecTIeYeHHEM

CpencrBamu
AIMUHUCTPUPOBAHUS U
CETEBBIMU OIEPAIIMOHHBIMHU
CHCTEMAaMHU.

Jlex, Ip., Cp
paboTa B MaJIbIX
rpyrmnax,
aHaJN3
MIPAKTUICCKIX
pabort

[TpakTrueckas paboTa,
TectoBbIe 3agaHus

I1K-3

3HAEeT OCHOBHEIE IIPHUHIOHAIIBI
MOCTpOCHUs 0a3 JaHHBIX,
Onepaluy pesaLuOHHON
anreOphl, CBI3aHHBIE C HUMH
MpaBujia U TCOPEMBI, UX
peau3almio u ee
OCOOEHHOCTH B SI3BIKaX
MPOrPaMMHUPOBAHUS
OpPHCHTHUPOBAHHBLIX Ha
00pabOTKY TaHHBIX

CerteBnie CYB/] u ux
BHYTPEHHIOIO
APXUTCKTYPHBI U A3bIKU
3a1pocoB

Jlex, Ip., Cp
JeKIHUs

'YMeeT npuMeHsITh METObI
PENSALMOHHON anreopsl U
SI3BIKU TIPOTPAMMHUPOBAHMS,

IIpuMeHsTh A3BIKK
[IPOrpaMMUPOBaHUS
CVYB/l, HacTpaunBath U

Jlek, Ip., Cp
paboTa B MaJbIx
rpymnmax,
aHAJIN3

1.1,1.2,13,
14,15, 1.6,
1.7, 1.8, 1.9,
1.10, 1.11,
1.12,
21,2.2,23,
24,25, 2.6,
2.7,2.8, 2.9,
2.10

KoHnTponbHbIe
BOIIpockl, TecToBble
3aJJaHus

ITpakTuyeckas padora,
TecToBble 3a1anns

OTBeTHI Ha
KOHTPOJIbHBIE
BOIIPOCHI;
Brimonnenue
MPAaKTUYECKON
paboThI U ee
3aluTa 1o
KOHTPOJIbHBIM
BOIIPOCaM B
dbopme
cobeceoBaHUsA




OPUEHTUPOBAHHBIMU Ha OOCyXUBaTh CETEBBIC MPAKTUIECKUX

00pabOTKy JaHHBIX JJIs CYBJ pabor

[MOCTPOEHUS, CONPOBOKICHUS

1 MouuKanuu 0a3 JTaHHBIX

B COOTBETCTBUH C HYKJIaMH

KOHEUHOT'O MOJIb30BaATCIIS
Bnaneer meTomamu MeTogamMHu CO3JaHHUS U Jlex, Ip., Cp
MOCTPOECHUS, Moaudukayu bl paboTa B MaJIbIX
COIIPOBOXKICHUS U rpyImax,
Moudukanuu 60a3 JaHHBIX B aHam3
COOTBETCTBUU C HYKJaMU MPAKTUYECKUX
KOHEYHOTI'O IT0JIb30BaTeIIs, pabor

OCHOBAHHBIMH Ha METOJaxX
PENSAIUOHHON anreOpsl;
S3bIKAMU
IpOTrpaMMHUPOBaHUS,
OpPUEHTHPOBAaHHBIMH Ha
00paboTKy JTaHHBIX

[IpakTuueckas pabora,
TectoBble 3a1aHus




1.2 Onncanue mokasaresieidi H KpUTepHeB OLEHMBAHUS KOMIIETeHUIMII HAa
Pa3JIMYHBIX 3Tanax ux GopMHupoBaHus, ONIMCAHNE IIKAJ OLlEHUBAHUS

OreHrBaHMe Pe3yJbTATOB OOYUYEHUS MO TUCIUIIINHE OCYIIECTBISETCS B
coorBeTcTBMM € [lomokeHMEM O TEKyleM KOHTPOJIE W IPOMEKYTOYHOU
aTTeCTAIlMN O0yYJarOIIHXCA.

[lo nmucnumiuHe «AIMHUHUCTPUpPOBaHHE WH()POPMAIIMOHHBIX CHCTEM)
IPELYCMOTPEHbl  CIEAYIOIMIME  BHABl  KOHTPOJISI:  TEKYUIMHA  KOHTPOJIb
(ocyliecTBIEHHE KOHTPOJS BCEX BHJOB ayJIUTOPHOM M BHEAYJIUTOPHOU
JESITEIbHOCTH 00YYaIOIIerocs ¢ IeNIbI0 MOJy4YeHUs MEePBUYHON MH(pOpMAIHH O
XOZ€ YCBOEGHMSI  OTAEIbHBIX  DJJEMEHTOB  COJEp)KaHUs  JAUCLUILUIMHBI);
IPOMEXKYTOUHAs aTTecTalusl (OLEHUBACTCS] YPOBEHb M KAU€CTBO MOJTOTOBKH I10
JUCLUIIIMHE B LEJIOM).

Texymuii KOHTpOJIb B CEMECTpe NPOBOAMUTCA C LEIbI0 00eCIeUeHUs
CBOEBPEMEHHOM OOpaTHON CBS3M, Uil KOPPEKUMU OOYYEHHs, aKTHBHU3ALUU
CaMOCTOSITENIbHOM paldoThl OOywarommxcs. TeKylmuil KOHTPOJb CIYKUT IS
OLICHKH 00bEMa M YpOBHS YCBOEHHUSA OOyYaromMMCs YydeOHOro Marepualia
OJTHOTO WJIM HECKOJIbKUX Pa3/eJIOB AUCLMIUIUHBI (MOAYJS) B COOTBETCTBHH C €€
paboueil mporpaMMoil W OIpeAesseTcsl pe3ysbTaTaMH TEKYLIEro KOHTPOJIS
3HAHMI 00yYaroIKXCsl.

Tekymuii KOHTPOJb OCYWIECTBISETCS JBa pa3a B CEMECTP MO
KaJIEHJapHOMY TpaduKy y4eOHOro mpoiecca.

Texymuii KOHTPOJIb MPEANoaraeT HayuciIeHUue OajuioB 3a BBIOJIHEHHE
pa3iIMuYHBIX BHUAOB paboT. Pe3ynpTaThl TEKYyILIEro KOHTPOJS TMOABOISATCS IO
mKajge OalIbHO-PEHTUHTOBOM CcHUCTEeMbl. PermameHT OallTbHO-PEUTUHTOBOM
cuctemsl onpeneneH Ilonoxkennem o cucrteme «KOHTposb ycneBaeMOCTH U
PEUTHHT 00YYAIOIIUXCS.

Tekylmui KOHTPOJIb SIBJISICTCS PE3YJIbTATOM OLICHKW 3HAHWUW, YMEHUH,
HaBBIKOB U MPUOOPETEHHBIX KOMIETEHIMH OOydaroluxcs MO0 BCEMY OO0BEMY
y4eOHON NMCUUILIMHBI, U3YYEHHOMY B CEMECTpe, B KOTOPOM CTOMT (opma
KOHTPOJISI B COOTBETCTBUU C YYEOHBIM IJIAHOM.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH IMPEAYCMAaTPUBAECT OLIEHUBAHUE XOJa
OCBOEHHMSI TUCLUIUTMHBI: TEOPETUUECKUX OCHOB U MIPAKTUYECKOM YaACTH.

[Ipu oOydenun mno 3aouHod (opme OOydeHHsS TEKYIIM KOHTPOJb HE
MPEAYCMOTPEH.

[IpomexxyTouHast aTTecTalss MO AUCHUIUIMHE «AIMUHUCTPUPOBAHUE
UH()OPMAIIMOHHBIX CHCTEM» MPOBOJAMUTCS B (hopMe 3K3ameHa B 7 cemectpe (s
3a04HOM (hopMBbI 00yUEHHS dK3aMeHa Ha 5 Kypce).

B Tabn. 2 mnpuBeneHo BecoBOe pacmpeneiieHue OauioB W IIKaja
OLICHMBAHUS IO BUAAM KOHTPOJIbHBIX MEPOIIPUSATH.



Ta6Jmua 2 — BecoBoe pacipcacicHnuc 0aJI0B M IIKaja OOCHHBAHUS 110 BUAAM KOHTPOJIbHBIX MGpOHpI/IHTI/Iﬁ

¢ popmoti KOHMPOJIsL IK3AMEH

Texymui KOHTpOJIb
(50 GasutoB’)

bnoxk 1

brnox 2

[Ipomexyrounas
aTTeCTALMs
(50 6anmoB)

HTorosoe KOIu4ecTBO
0aJIJIOB 10
pe3yJibTaTaMm
TEKYILIErO0 KOHTPOJISI U
MIPOMEKYTOUHOU
aTTecTaluu

JlexumoHHbIE
3aHATus (Xy)

[IpaxkTnueckue
saasatus (Yy)

JlaGoparopuble
3aHsATUsA (£1)

JlexmouHbIe
3ansaTus (X;)

[Ipaktuueckue | JlabopaTopHbie
sansatus (Y,) | 3amsTust (Z))

5 -

20

5

- 20

Cymma GamioB 3a 1 6mok = X; + Y, + Z;

CymmMma GamtoB 3a 2 6mok = X, + Y, + Z,

ot 0 o 50
OaJIoB

Menee 41 Oamma -
HEYJIOBJICTBOPUTEIIHBHO
41-60 OayIoB -
yJIOBJICTBOPUTEITHHO

61-80 0aIoB -
XOpOIIIO;
81-100

OTJIINYHO

OoatoB  —

1 .

Bun 3amstuit mo mucnuIuiMHE (JEKIIMOHHBIE, IMpaKTHYecKue, jJadopaTopHbie) ompepensercs ydeOHbIM TmaHoM. KommdecTBo cTONOIOB TaOIHMIBI KOPPEKTHPYETCS B
3aBHCHMOCTH OT BHJIOB 3aHATHH, IPEAYCMOTPEHHBIX y4EOHBIM TUIAHOM.
Pacnpenenenne 6amio mo O10KkaM, IO KaXI0MY BUAY 3aHSATHI B paMKaX AUCHUILUTMHBI ONIPEeIsIeT pernogaBatels. Pacipeaenenie 6amioB 0 JUCHUIINHE YTBEPKAACTCS

IMMPOTOKOJIOM 3aceaaHusl Ka(be[[pm

ITo 3a04HOIi hopMe 0OyUEeHNST MEPOTIPUATHS TEKYILETO KOHTPOJIS HE ITPEAYCMOTPEHBI.




Jlnst onipenenennst paKTUYECKUX OIICHOK Ka)K0TO TIOKA3aTeNsl BEICTABIISIOTCS
cnenyronue 6awtsl (Tadm.3):
Tabmmia 3— Pacnipenenenue 6aI0B MO JUCITUTIIMHE

Bup yuebnbix pabot mo Konuuecmeo dannos
IUACLUIUIMHE
1 610K | 2 6nok
Texywuii koumponw (50 6annos)

ITocemenne 3ansTHit 5 5
BrimonHeHne NuCLMEHHBIX 3a0aHUH 10 10
BrinosHeHe MPaKTHYSCKUX 3a1a4 5 5
BrinonHenue JIOTIOTHUTEILHBIX 5 5
3aJlaHui

(moxman, myOMUKanus CTaTbn)

Ipomescymounaa ammecmayus (50 6annos)

Heobxooumo onucamv memoouxky ¢hopmuposanuss pe3yivmupyroueli oyeHku no oucyuniuue (gopma
npogedenus (YCmMHas, NUCbMeHHAs), Kpumepuu noiy4erus oyeHKU u op.)

OK3aM€H JUCHUIUIMHE «AJIMUHUCTPUPOBAHHWE WH(GOPMAIIMOHHBIX CHUCTEM)
IPOBOJUTCS B TNHUCHBMEHHOM (opmMe B BHUAE OTBETOB HA BOIPOCHl IS
IPOMEKYTOUYHOM aTTecTalnu. 3aJJaHue COCTOUT U3 3 BompocoB. [1epBolil 1 BTOpOU
BOIIPOC TO3BOJISIIOT TMPOKOHTPOJIUPOBATh 3HAHUS OOYyYalomierocs, TPETHHl —
YMEHMSI W HaBbIKU. [IpaBuibHBIE OTBETHI HA IMEPBBIM U BTOPOU BOMIPOCHI
orieHuBaroTcs B 15 GamnoB, Tpetnit — B 20 O6aysioB. 3a HEBEPHO BBHITIOJIHEHHOE
3ananue — 0 Gamos.

Cymma 6amnoB no qpucuurmiinae 100 oauios

B konye T cemecmpa npedycmompen 3K3ameH.

Dk3ameH sBiseTcs (OPMOH HWTOTOBOM OIIGHKHM KadecTBa OCBOCHUS
oOy4Jarorumcsi 00pa3zoBaTEIbHON MPOrPaMMBbI 10 TUCIUILIAHE B 1IETIOM WM TI0
paznmeny gucumiuiiHbl.  [lo  pesynpTaTaM  SK3aMeHa — oOydaromiemycs
BBICTABIISIETCSl OLICHKA «OTJIMYHO», «XOPOIIO», «yJOBJIETBOPUTEIBHO», WIH
«HEYJIOBIIETBOPUTEIIHHO.

Onenka «oranuHo» (81-100 OamioB) BbICTaBIAETCS OOydYarolIeMycs,
€CJIH:

- oOyuaronuiicss HaOpaql MO TEKyIIeMy KOHTPOJIO HEOOXOAUMBIE H
JOCTATOYHbIE OAILTBI TS BBICTABICHHS OLICHKH aBTOMATOM ]

- oOydaronuiicst 3HaeT, MTOHUMAET OCHOBHBIC TOJIOKEHUS TUCIUIUINHBI,
JEMOHCTPUPYET YMEHUE NMPUMEHSTh MX JIJIsS BBITIOJIHCHUS 3a/aHusl, B KOTOPOM
HET SIBHO YKa3aHHBIX CIIOCOOOB PEIICHHUS;

- o0yvaromuiicsi aHAIM3UPYET DJIEMEHTHI, YCTAHABIMBACT CBSA3H MEXKIY
HAMH, CBOJUT WX B EIWHYIO CHCTEMY, CIOCOOCH BBIIBUHYTH WJCHO,
CIIPOEKTUPOBATH U MPE3EHTOBATH CBOM MPOEKT (PElICHUE);

2
KommgectBo u YCJIOBHUA TTOJTYUYCHUA HeO6XOI[I/IMBIX U OO0CTAaTOYHBIX [UIA IIOJTYYCHHSA aBTOMaTa OaioB
OIIPEAC/ICHBI IlonoxxeHunem o cucteme «KOHTpOJ'II) YCIIEBACMOCTH U peﬁTHHF 06yqa}onmxc;1»



- OTBET OOydYaromwerocs MO TEOPETUYECKOMY U MPAKTHYECKOMY
MaTepuaiy, CoJepKaieMycsi B BOIIPOCax IK3aMEHALIMOHHOTO OWjeTa, sBIIeTCs
MIOJIHBIM, U YJIOBJIETBOPSECT TPEOOBAHUSIM TPOTPaAMMBbl JTUCHIUILIAHBL;

- oOyyaromuiicsi ~ TPOJAEMOHCTPUPOBAI  CBOOOJHOE  BIIAJICHUE
KOHIETITYJIbHO-TTIOHSATUHHBIM alapaToM, HAyYHBIM SI3bIKOM U TEPMUHOJIOTHEH
COOTBETCTBYIOIIEH TUCIUTIIIMHBL;

- Ha JIOTNOJIHUTENIbHbIE BOMPOCHI IMpernojaBaTess oOydarouuics aal
paBUJIbHBIE OTBETHI.

Komnerennus (1) wim ee 9acthb (M) chopMHUpOBaHBI HA BHICOKOM YPOBHE
(ypoBens 3) (cm. Tabm. 1).

Ouenka «xoportioy» (61-80 6anioB) BeICTaBIsAE€TCS 00yYaIOMIEMYCsl, €CJIH:

- 00yyYaroluics 3HAE€T, TOHUMAET OCHOBHBIE IMOJIOXEHUS AUCIUIUIMHBI,
JEMOHCTPUPYET YMEHUE MPUMEHSTh UX JJISI BHIIOJIHEHUS 3aJjaHusl, B KOTOPOM
HET SIBHO VYKa3aHHBIX CIIOCOOOB PEIICHUS; AaHAJIU3UPYET AJIEMEHTHI,
YCTaHABJIMBAET CBSI3U MEXKAY HUMM;

- OTBET IO TEOPETHYECKOMY MaTepHuaiy, COAEpKalleMycsi B BOIpOcax
AK3aMCHAIMOHHOTO OwieTa, SBJSICTCS TMOJHBIM, WJIM YaCTUYHO TMOJHBIM U
yIIOBJIETBOPSIET TpeOOBaHUSM IMPOTPaMMbI, HO HE BCErJa JaeTcsd TOYHOE,
YBEPEHHOE U apryMEHTUPOBAHHOE U3JI0KEHHUE MaTeEpHaa;

- Ha JOTOJIHHUTENIbHbIE BOMPOCHI MpernojaBaTeNs oOydJarouuics aai
paBUJIbHBIC OTBETHI,

- o0yvaromuiicsi TMPOJAEMOHCTPUPOBAI  BIAJCHUE TEPMHHOJIOTHEH
COOTBETCTBYIOIIECH AUCIUIIIIUHBI.

Komnerenuust (1) unu ee yacthb (1) chopMuUpoOBaHbl HA CPEIHEM YPOBHE
(ypoBeHnb 2) (cM. Tabm. 1).

Ouenka  «yaoBieTBOpUTENbHO»  (41-60  Oa/ioB)  BBICTABISIECTCS
o0yyaronemMycsi, €Ciu:

- oOydvarouuiics 3Hae€T U BOCHPOU3BOJUT OCHOBHBIE IMOJIOKEHUS
JTUCHUIUIMHBL B COOTBETCTBUU C 3aJaHUEM, MPUMEHSIET MX JUISl BBITOJHECHUS
TUTIOBOTO 33J]aHUs B KOTOPOM OYEBHUCH CIIOCO0 PEIICHUS;

- OOydJaromuiicss MPOJAEMOHCTPUPOBAI 0a30BbIe 3HAHUSA BAKHEHIIHMX
pa3/iesioB MUCHUILUIMHBI U COJEPKaHUA JIEKIIMOHHOTO KypCa;

- y 00yd4aromerocsi UMEIOTCSl 3aTPYJHEHUS B HMCIOJIb30BAaHUU HAYYHO-
MOHSATUWHOTO amnmnapara B TEePMUHOJIOTHH Kypca;

- HECMOTpsT Ha HEIOCTaTOYHOCTh 3HAHUM, OO0ydJaromuiics HMeeTcs
CTPEMJIEHUE JIOTUYECKHM YETKO IOCTPOUTH OTBET, YTO CBUAETEIBCTBYET O
BO3MOXHOCTH MOCJIEAYIOIIEr0o 00yUYeHusI.

Komnerenuust (u) unu ee yacth (1) copMupoBaHbl Ha 6a30BOM ypOBHE
(ypoBensb 1) (cMm. Tab6m. 1).

OneHka «HEYIOBJIETBOPUTENbHO» (MeHee 41 Oamna) BbICTaBIsSETCA
oOyyaromiemycsi, eciu:

- 00yyaromuiicss UMEeT MPEJCTABIEHUE O COJAEPKAHUM JTUCUUILIIUHBI, HO
HE 3HAaeT OCHOBHBIE IOJOKEHHs (TeMbl, pa3aena, MeToaa T.A.), K KOTOpOMY



OTHOCUTCSA 3aJaHue, HE CIOCOOCH BBIMOJHUTH 33JaHUE C OYEBUIHBIM
peIIeHreM, He BJaeeT HaBbIKaMH HACTPOWKHM CETHU M OTIEPAIIMOHHBIX CUCTEM B
[EJISIX aIMUHUCTPUPOBAHHUS

- y oOydaromerocs HMEIOTCS CYIIECTBEHHbIE NpoOeNbl B 3HAHUU
OCHOBHOTO MaTepHalia 1o JUCIUILINHE;

- B TIPOIIECCE OTBETA MO0 TEOPETHUECKOMY MaTepHaiy, CoAepKaIIeMycs B
BOTIPOCAaX AK3aMEHAIIMOHHOTO OWjeTa, MOMYIICHBl MPHHIUINATBHBIC OIUOKU
NIpU U3JI0’)KEHUW MaTepuraa.

Komnerenuusi(v) uiu ee 4yacthb (1) He CPOPMUPOBAHBI.

1.3 Meroauyeckue MaTepuajbl, ONpeleJsOUIie NPOUEAYPHI

OLCHMBAHUA 3HAHMHA, YMEHHUI, HABLIKOB W (MJIM) ONbITA

e TeJIbHOCTH

[IpakTrueckast pabota B hopMe oTyeTa, 3aIIuTa OTYETa 0 KOHTPOIBHBIM
BOIIPOCaM K MpakTUYecKoil padbote B popme cobeceoBaHuUs.

[IpakTyeckass paboTra — H3TO OJWH K3 OCHOBHBIX BHJOB PabOTHI
oOydaromuxcsi M BaXHBIA d3Tall HUX NPOPECCHOHATBHON MOATOTOBKH.
OCHOBHBIMHU TIEJISIMM  TPAKTHYECKOW padOThl SBISIOTCS: pACIIMpPEHUE W
yrayOneHue 3HaHUM oOydaromuxcsi, BbIpaOOTKa YMEHUW U  HaBBIKOB
CaMOCTOSITEIIHO BBITIOJHATH YKCIIEPUMEHTHI, BBIPAOOTKA TPUEMOB U HABHIKOB B
aHalu3€ TEOPETUYECKOr0 M MPAKTUYECKOTrO MaTrepuasna, HCHOJIb30BaHUS
VU3BECTHBIX 3aKOHOMEPHOCTEN " CTaTUCTUYECKOU o0paboTke
AKCIIEPUMEHTAJILHOTO MaTepuaia, €ero AaHIUTUYECKOro U rpadudecKoro
MpEACTABICHUS, a Takke OOydeHHe JIOTUYHO, TMPaBWIBHO,  SICHO,
MOCJIEIOBATEIbHO W KPAaTKO H3Jararb CBOM MBICIM B IMHCbMEHHOM BHJE.
OOyyaromuiicsi, CO CBO€ CTOPOHBI, MPU BBINMOIHEHUU MPAKTHUYECKOU padOThI
JOJDKEH MOKa3aTh YMEHHE padoTarh C JIUTEpaTypoil, JaBaTh CPABHHUTEJbHBII
aHaJiu3 W3BECTHBIX OKCIEPUMEHTAJIBHBIX JIaHHBIX MO TEME MPAKTUYECKOU
paboThl, 00pabdaThiBaTh MACCUB AKCIIEPUMEHTAJIBHBIX JAHHBIX W, TJaBHOE, —
MPaBUJIBHO UHTEPIPETUPOBATH MOJIYUEHHBIE PE3YJIbTATHI.

Crynentam B mporiecce o(QOpPMIICHHS] OTYeTa MPAKTHUYECKOW pPadOTHI
HEO0OXOMMO BBITIOJIHUTH P TPEOOBAHUM:

1. OTdeTsl MO TPAKTUYECKUM paboTamM OGOPMIISIOTCS B DJIEKTPOHHOM
BU/IE.

2. Texct nomken ObITh HamucaH rpaMoTHO. Bee mons mo 2 cm. llpudr
14 mr.

3. Ha mepBoM sHcTe oTueTa JAODKHBI OBITh YKa3aHbl: HOMEp padoThl,
Ha3BaHWE, Leib. Jlasee MpUBOAUTCSA KPATKUKA TEOPETUUECKUN MATEpPUA 10
TeMe (TepMUHBI, MOHATHS, (PU3UUECKUE 3aKOHBI), ITANbl BHIMOJHEHUS PaOOTHI,
pacyeTHbie (POPMYJIBI.

3. Tabnuupl ¢ uMcxonHOM HHGOpPMALMEH TOJKHBI UMETh KOHIIEBbIE (B
KOHIIE OTYETa B BUJI€ OTACJIBHOTO CIHUCKA) CChUIKMA HAa MCTOYHUKHU MH(GOpMAIIHH,



OTKyna »Ta wuHpopManus TmodydeHa. Bce TaOmuikl M0DKHBI — OBIThH
MIPOHYMEPOBAHbI U UMETh Ha3BaAHUS;

4. Bce wdactm paboTel HEOOXOAMMO O03arjiaBUTh, CTAHHUIBI —
MIPOHYMEpOBaTh (HyMepalus OTeIbHAs [0 KaXI0i MpakTHuYecKoit paboTe);

5. TlomyyeHHbIE PKCIIEPUMEHTAIbHBIC JaHHbIE MPEACTABISIIOTCS B BUJE
CKpUHOB, TaOJMI] W/WIK Tpaduyeckoro marepuaja, ecilid HeoOXOAUMO, TO
00pabaThIBAIOTCSL ¢ MOMOIIBIO CTATUCTUYECKUX METOJ0B. PaboTa 00s3aTesibHO
JIOJI’KHA UMETH BBIBOJIbI, CHOPMYITUPOBAHHBIE TIO Pe3VIbmMamam ee 8blnoaHeHUsl.

6. Ilpu HeoOXoIUMOCTH, paboTa MOXKET 3aKaHUYUBATHCS CIUCKOM
UCIIOJIb30BAaHHBIX MCTOYHUKOB B COOTBETCTBUU C TMOPSJIKOM YIOMHHAHUS B
TEKCTE C yKa3aHUEM: ISl KHUT aBTOpA, Ha3BaHUs JIMTEPATYPHOTO MCTOYHHUKA,
ropoja, U37aTeNbCTBa, ToAa U3AaHMs, KOJTUYECTBA CTPAHMIL, IJIS KYpPHAIbHBIX
CTaTei: aBTOPHI, HA3BaHKE, KyPHAJ, TO U3AaHUs, TOM, HOMED, CTPAHHIIH.

7. llpakTuyeckoil pabOTOM MNpPEeayCMOTPEHBl KpaTKHE OTBEThl Ha
KOHTPOJIBHBIE BOIPOCHI B MHUCHMEHHOM BHJE TIOCIE OTYETa O BBIMOJTHECHUHU
paboThl, KOTOPbIE MOTYT OBITH MO PEIICHUIO MPEIOaBaTeNs UCIOJIb30BAHbI B
xoJie co0ece10BaHus.

2 KoHTpogbHbIe 3aJaHusl (IeMOBepCHMM) ISl OUEHKH 3HAHMH,
YMeHHMid, HABBIKOB M (WJIH) ONbITA [AeATeJIbLHOCTH, XapPaKTepPH3YHIIUX
Jranbl  (OpMHUPOBAHMS  KOMIIETEHUUH B  Ipouecce  OCBOCHMS
00pa3oBaTeIbHOI MPOrpaMMBblI

2.1 3aganus 11l OLEHUBAHKS Pe3yJIbTATOB 00y4YeHNsI B BHAe 3HAHNH

[lepeueHb MPUMEPHBIX BOIIPOCOB K IK3AMEHY
1. XapakTtepuctuku 6e3onacHoctd Windows 7 (Ayrentudukanus,
HenoctHocTk, [IpenoTBpanieHne NOBTOPHOTo UCHOJb30BaHus ). Kpunrorpadus.
[[IudpoBaHre ¢ OTKPHITHIM KIFOUOM.

2. [Mudpossie (anexkTponnbie) moanucu. CoriameHne 0 CEKPETHOM KITFOYE.
Pacnipenenennas ayrentudukanusa. O6ecriedeHuE ICTUHHOCTA OTKPBITHIX

kmoueid. Ceprudukar.

3. Kommnonentst Windows 7, obecnieunBaromue mudpoBanue. CiyKObl
cpencts mudpoBaHus HHPOPMALUU.

4, [Tonutuku 6e3onacHoctu. Ciryk0bl cpecTB mudpoBaHusi HHGOpMAIUU
C OTKPBITBIM KJTFOYOM, MOAACP>KUBAIOIINE TPUKITIATHBIC TPOTPAMMBEI.

d. Ocuogsl npoTokona Kerberos. [Topsok BeImoiHeHNs ayTeHTU(UKAITIH.
6. TpeboBanus npotokoina Kerberos k paboueMy okpyKeHUIO.

Aytentudukanus Kerberos B jomenax Windows 7.

1. bezonacuocts B Internet. [Togxonasl k moctpoenuto HaaexHoit UC.
Pucku, cBsizaHHbIe ¢ paOOTOM B OTKPBITHIX CETSIX.

8. Konuenuus pemenus: nonutrka 0e3omnacHoctu B Internet. MexceTreBoit



9KpaH Kak CPeJICTBO pa3rpaHUYCHHsI TOCTYyTIA.
9. MesxceTeBoi 3KpaH KakK MOCIeI0BaTeIbHOCTh (PHIIBTPOB.
MHOrOKOMITOHEHTHBIN IKPaH.

10. MHOTOKOMITIOHEHTHBIH 3kpaH. OCOOEHHOCTH U MPEUMYIIIECTBA
peaaraeMoro penieHusl.

11. AmnmapaTHoe oOecrieueHre U KOMIIOHOBKA CUCTEMBbI O€3011aCHOCTH B
Internet. CTpykTypa sKkpanupyromero cermenra. OdecnedeHus: 6€30macHOCTH
yAaJIEeHHOTO JJOCTYTIA.

12.  TIporpammHoe o0OecrieueHrne U KOHPUTYpaLus 1 00eCTIedeHHS
6e3onacHoctu. [Iporpamma Firewall. Cpenctso ayrentudukanuu S/key
Moaynb yripaBieHUs TEPMUHAIBLHBIM CEPBEPOM.

13. IlonsiTue MexceTeBOro 3kpaHa. Ero HaznaueHue GyHKIUN U TIPUHIIHIT
paboTel. BapuaHTsl mocTpoeHus: 6€30MacHOM CeTeBO CTPYKTYphI Ha 0ase
Firewall.

14. MmuorokoMnoHeHTHbIH 3kpaH. [Iporpamma Firewall PazpaboTka u
KOPPEKITHS TTPaBUJI TIOJUTUKHA 0€301TaCHOCTH.

15. Hawubouee pacnpocTpaHEHHbIE METObI «B3JI0MaY. ATaKyeMbIe CETEBBIC
KOMITOHEHTHI.

16. MexceTeBoil 2KpaH Kak MMociae0BaTebHOCTh GuibTpoB KommiekcHas
cuctema 6e3onacHoctu (Knaccudukarus napopmanmoHHbIX 00BEKTOB,
[TonuTtuka poneit. Meroasl obecrieueHust 0€30TKa3HOCTH.

17. Mopens pacnpenenennoi 6e3onacnoctu Windows 2000. bezonacHocTb
IP

18. Mogens pacnpeaenenHoi 6e3omacnoct Windows 2000. focronHcTBa
6e3omacHoctu IP.

19. Apxurektypa 6e3onacHoctr [P B Windows 2000.

20. @OyHKIMOHWPOBAHUE areHTa MOJMUTHKHU Oe3omacHocTu. [Ipumep
peanuzaiuu 6e3omnacHoctu [P

21. Paspabortka ruana [P 6e30macHOCTH KOPTIIOPATUBHOM CETH HA OCHOBE
Win2000.

22.  AnmvunuctpupoBanue 0e3omacuoctu [P 8 Win2000. ITouck
HeucrnpaBHocteil. [Iporpamma Firewall.

23. Apxwutekrtypa 6e3onacHoctu [P B Windows 2000. ITporpamma Firewall.
24.  Anvunuctpuponanne WEB-y3moB: dyakmmn WWW-cepsepa, CGI-
ckpunthl, [111503, BEIOOP MPOTrpaMMHOTO U anmapaTHOTO 00eCIeYeHUSI.
ApXHUTEKTypa KIMEHT/cepBep ¢ Ucnoiib3oBaHueM Web-TeXHOJIOruu.

25.  Opraaumzamus WEB-caiita. Otamnbl: CTparernueckoe miaHupOBaHUE.



Onpenenenne o0beMa padboThl, TakTHUECKOE MIIaHUpOBaHUE caiita. PazpaboTka

CTPYKTYPBHL.
26. Opranuzanus WEB-caiita. Otansl: Jluzaiin uatepdeiica.

[TporpammupoBanue. [lyOonukamnus u MapkeTHHT.

27. bezomnacHocTb BeO-cepBepa: [IpaBuia obecrieueHus 6€30MacHOCTH
WWW-cepBepa.

28.  letictBus npu B3tome WEB-caiita. Opranusanus noctyna u
pasrpaHUYCHHE MPaB MOJIb30BaTeNeH. JIorrupoBanue u MOUCK OMIMOOK.
29. IlpaBuna obecnieuenus 6e3omacnoctu WWW-cepsepa. [Ipumepsr
MOJIUTHK BEO-CEPBEPOB.

Kpurepnit onenku:
[TomHOTa OTBETa HAa MOCTABJICHHBIA BOMPOC, YMEHHE HCIIOJIH30BATh TEPMUHBI,
dbopMynBl, TPHUBOAUTH TPHUMEPHI, JeNaTh BBHIBOALI W  aHAIM3UPOBATH
KOHKPETHBIE CUTYallUU.
[Ikana oreHuBaHUS

MakcumanbHOE KOJIMYECTBO OaJJIOB, KOTOPOE OOYyYarOUIUHCsS MOXKET
MOJIYYHUTh 32 IPOMEKYTOUHYIO aTTECTAINIO cocTaBiseT 50 6amios.

Onenka «otimungao» — 81-100 6amios;

Orenka «xoportio» — 61-80 6amios,

OreHka «y10BJI€TBOpUTENIbHO» — 41-60 Gasios,

O1eHKa «HEYIOBJICTBOPUTENILHO» — MeHee 41 Oanna.

2.2 3ajaHus Ui OLCHUBAHMA Pe3yJbTaTOB B BH/E BJIAJCHUH H
YMEHHH

Tembl mpakTHyecKuX paboOT yKazaHbl B paboueld mOporpamme
JUCLUTUINHBIL.

Breimonnenne — mpaktuueckux ~— pabotr, odopmiieHHE ~ OoTueTa K
MPaKTUUYECKUM padoTaM, BKJIIOYAIOIIMM KPAaTKUM TEOPETHUECKU MaTepua,
pe3ynbTaThl AKCIIEPUMEHTA, UX aHajiu3 M MpeACTaBlieHHE, 3amurta B (Gopme
co0ece10BaHus O KOHTPOJIBHBIM BOMIPOCAM.

[lepeueHb KOHTPOJIBHBIX BOMPOCOB ISl 3AIIMTHI MPAKTHUYECKUX padoT
MPUBEICH B KOHIIE KaX10H paOOThl B METOJAMYECKUX YKa3aHUSX K HUM WJIH B
71a00paTOPHOM MTPAKTUKYME.

Kpurepun ouenku:

Kputepuii IToxa3zarenp MaxkcumanbHoe
KOJINYCCTBO
OasIoB
1. BolmonHeHue| -  OCBOEGHHME  METOJUKM  HACTPOWKM U 3)
PaKTUYECKON UCCJIeI0BAHMUS C UCII0JIb30BAaHUEM
paboThI HEO0OXO0IMMOT0 000pyoBaHus, BKJTFOYAsI




IIOArOTOBKY MHCTPYMEHTA U MAaTEPHUAJIOB.

2. [ToaroroBka | - KpaTKoe TEOPETHUECKOE OMUCAHUE (PUBMUECKUX 10
oTyeTa o paboTe | OCHOB paccMaTpUBaEMOW METOJIUKH, OMHMCAHHE
CXEMBbI CETH U TIOpAJIKa HACTPONKHU MPOTrpaMMbl U
UCCJIeIOBAHUS TIPU MTPOBEICHUH IKCIIEPUMEHTOB,
- TOCTOBEPHOCTH MOJIyY€HHBIX JTaHHBIX,

- HarJIHOCTh TMPEACTABICHUS MOJTYYEHHBIX
pe3ybTaToB,

- JIOTUYHOCTh, OOOCHOBAaHHOCTbH CJICJIAHHBIX B
paboTe BHIBOJIOB.

2. 3amurta paboOThl| - MPABUIBHOCTh W TOJHOTA OTBETOB, UX 20
10 KOHTPOJBHBIM | 000CHOBAHHOCTH

BOompocaMm B (opme| -  aHanM3  HEJAOCTATKOB HW  JOCTOMHCTB
cobecenoBaHus HCIIOJIb30BAHHOTO METO/IA UCCIICIOBAHMUS.

3. CoOmtonenue | - mpaBuiIbHOE OQOpPMIECHHE TEKCTa OTYETa, 5
TpeOOBaHMI  TIO | CCBIJIOK HA  HCIMOJb3yEMbIE JIUTEPATypHbIE

0 OpMIICHUIO UCTOYHUKH;  TPAaMOTHOCTh W KYJbTypa
oTyera U3JI0KECHUS

- TPaBUWJIBHOCTH O(OPMIICHHUS TpadUuUIECKOro
Marepualia C YyKa3aHUEM €JUHUIl H3MEPECHUS
BEJINYUH

OTt4eT paccMaTpuBaeTCs KaK KPUTEPHUA OIIEHKH TOJBKO MPHU BBHITTOJTHCHUH
CTYJIGHTOM Ji1abopaTtopHOoi paboTel. CTyAEHT HE IOMyCKaeTCs K 3alluTe
nabopaTopHOI PabOTHI O3 €€ BHIMOJHESHUS U/WUIU IIPU OTCYTCTBUHU OTYETA.

MakcumanbHOE KOJIMYECTBO OaJlJIOB, KOTOPOE OOYYarOUIUHCS MOXKET
MOJIYYUTh 3a TIPOBEJCHHE BCEX YyKa3aHHBIX B pabodeil mporpaMmme
npakTHIecKux padot coctasiser 40 6amioB. bamiel yuuTeIBaroTCs B mpoliecce
MIPOBEICHUS TEKYIIETO KOHTPOJIS.

40 6ayI0B — OIICHKA «OTJIMYHO;

30-40 6aToB — OIEHKA «XOPOIIIOY;

20 -30 GanIoB — OlLIEHKA «Y/IOBJIETBOPUTEIILHOY

Menee 20 6a10B — OIleHKa «HEYIOBJIECTBOPUTEIHLHO

2.3 TunoBble IK3aMeHAITMOHHbIE MATEPHUAJIbI

[Tpumep AK3aMEHAIIMOHHOTO 3a7aHus o JTUCIIUTIIIMNHE
«AIMUHUCTpUPOBAHUE UH(OOPMAITMOHHBIX CHCTEM:




Nalos
MHHHCTEPCTBO OBPASOBAHIS 1 HAYKU POCCUMCKOM ®EJEPALINN
OUIUAJ ®PEJEPAJIBHOI'O TOCYJAPCTBEHHOI'O BIOKETHOI'O OBPA3OBATEJILHOI'O
YYPEKJIEHUS BBICIIEIO OBPA30OBAHMS
«JIOHCKOM TOCYJIAPCTBEHHBII TEXHUYECKHII YHUBEPCHUTET»
B I'.BOJIT'OJIOHCKE POCTOBCKOM OBJIACTH

(®uaunan AI'TY B r. Boarogoncke)
®akynbTeT TEXHOIOrMUHA U MEHEKMEHT
Kabenpa _TexHHUeCKHH cepBUC U HHOOPMAITMOHHBIC TEXHOIOTHHU _

3K3AMEHAILIMOHHBIA BUJIET N 1
Ha 2022 /2023 yueGHBIH rox
Hucuuniamna AJIMHHHCTPHUPOBaHHE HHPOPMALIMOHHBIX CHCTEM

1. 3apmaum ceTeBOro aIMUHHCTPHPOBAHUS
2. ba3oBslit HA0Op CETEBBIX CITYXKO 000 KOPIIOPATUBHON CETH
3. DOtanonnas moxens OSI
4. Komanns! ynpasienus |P-mapripyrusanueii
5. Cmyx6a DNS (oMeHBI, 30HBI; 30HBI IPSIMOTO X 0OPAaTHOT'O IPOCMOTPA; OCHOBHBIE U JIOTIOJHUTEIILHEIE 30HEI;

PEKYPCUBHBIN U UTEPATHUBHBINA 3aIIPOCHI HA Pa3peIICHUE HMCH).

[IpenonaBarens _Tanmymika B.B.

Iloamuce Jlara
3aB.kadeapoii H.B.KoukoBas 01.09.2022

TToanuce ®.1.0. JlaTa



IIpuioxenune A
KapTa TecToBbIX 3a1aHUH

Komnerenuuss IIK-3. CnocoOHOCTh OCYIIECTBIATh BeACHHE ©a3bl JaHHBIX |
HOJACPKKY MH(MOPMALIMOHHOr0 00ecrieueH sl pelleH sl TPUKJIAAHbIX 33134

HNuaukarop IIK-3.3 Brnageer MeTolamMu TOCTPOCHHS, COMNPOBOXKICHUA U
MogubuKauy 0a3 JaHHBIX B COOTBETCTBUU C HYXJAaMH KOHEUHOrO I10JIb30BaTels,
OCHOBAaHHBIMM Ha METOAAX pPEJALMOHHONW anreOpbl; s3bIKAMHU I[POrpaMMHPOBAHUS,
OpPUEHTUPOBAHHBIMH Ha 00pabOTKY JaHHBIX

JucuMniauaa AIMUHUCTPUPOBAaHUE HH(OPMAITHOHHBIX CUCTEM
Onucanue Tecra:

1. Tect cocrout u3 70 3amaHuil, KOTOPbIE POBEPSAIOT YPOBEHb OCBOCHUS KOMIIETEHIUI
obyuarorerocs. Ilpu tectupoBanuu kaxaoMmy oOyuatromemycs npeanaraercst 30 TeCTOBBIX
3aIaHuM 11O 15 OTKPBITOrO M 3aKPBITOrO TUIIOB PA3HBIX YPOBHEH CIIOKHOCTH.

2. 3a npaBUJIbHBIN OTBET TECTOBOIO 33aJaHMs 00yJaronuiics noiay4aer 1 ycaoBHbIN Oa,
3a HerpaBuWiIbHbBIN 0TBET — 0 OamioB. [lo OKOHUAHUU TECTUPOBaHMSI, CUCTEMA aBTOMAaTUYECKU
orpeesseT «3apaboTaHHbIH UTOTOBBIN OA» MO TECTY, COTIACHO KPUTEPUSIM OLICHKH

3 MaxkcumanpHast o0mas cymma OaiioB 3a Bce MpaBHIIbHBIE OTBETH cocTaBisieT — 100
0aoB.

4. Tect ycIemHo MPOUICH, €CJIn 00yJaIONUiCs MpaBUiIbHO oTBeTHI Ha 70% TECTOBBIX
3amannii (61 Gam).

5. Ha nmnpoxoxxaeHue TECTUPOBAHMS, BKJIIOYas  OPraHU3alMOHHBIA  MOMEHT,
oOyyaromuMmcst oTBoAMTCs He Oosnee 45 MuHyT. Ha kakjoe TecToBoe 3a7jaHue B CPEAHEM I10
1,5 MUHYTBL.

6. O0yuaroiemMycsi IpeAOCTaBIAETCS OJHA MOMbITKA JUIS IPOXOXKAEHUS KOMIIbIOTEPHOTO
TECTUPOBAHUS.

Konudukaropom Tecta no TUCIUILTHHE SBISIETCS pas/ien padoyeii mporpammel «4. CTpyKTypa
U coJiep>KaHue AUCHUTUTMHBI (MOITYJIS )»
KommuiekT TecTOBbIX 3a1aHU

3agaHus 3aKPBITOr0 THIIA

3agaHus aJIbTEePHATHBHOIO BbIOOpa
Bovibepume 00un npasuibHulll omeem

Ipocrsie (1 ypoBeHb)

1. Kakas wu3 crenylomux 3ajad He SBISIETCS OO0S3aHHOCTBIO aJMHHHUCTpPATOpa
MH(POPMAIMOHHBIX CHCTEM?

A) YcraHoBKa IporpaMMHOT0 0OecrieueHusl.

b) Pe3zepBHOE KOnMpoOBaHNE JaHHBIX.

B) IIpoBeaeHne MAapKETHHIOBBIX HCCJICI0BAHM.

I') MOHUTOPUHT CETEeBOM aKTUBHOCTH.

2. Kakoii u3 crneayomux MpoTOKOJIOB o0ecredrnBaeT Oe30macHyro mnepemauy (haiaos
MEXy YIAJICHHBIMU KOMITBIOTEPAMU?

A) FTP.

b) SMTP.

B) Telnet.

I') SSH.



3. Yto Takoe RAID B xoHTEeKCcTE HHPOPMAITUOHHBIX CUCTEM?

A) PezepBHOE KOTMPOBAaHHUE JTAHHBIX.

b) Meron peructpanuu u ayTeHTH(PHUKAINN TTOIH30BaTENEH.

B) Texnosoruss o0beAMHEHUS] HECKOJbKHX (PU3HMYECKHX [IMCKOB B €IHHYIO
CUCTEeMY XPAHEHHUS JAHHBIX.

I') [IpoToxon nepenaun JaHHBIX MEXKAY KOMIIBIOTEPAMHU.

4. Kakoil TWIl aTakyd HAMpaBJICH Ha TOJyYeHHUE KOH(PHUIACHIMAIBHOW HH(MOpMAIUU
MyTeM TMOJICTYIIUBAHUS CETEBOTO Tpaduka?

A) DoS-araxka.

b) SQL-unbexuus.

B) Cauddunr.

I') ®umumnr.

5. Kakass xomaH7a HCIOIB3YETCS JJIsi MPOBEPKH JOCTYIMHOCTH YAAJIEHHOTO XOCTa B
cetu?

A) ping.

b) Is.

B) rm.

I') grep.

6. Kakoii mpoTOKOJI UCTIONB3YETCsl VIS JJOCTABKHU JICKTPOHHOM MOYTHI?
A) FTP.

b) HTTP.

B) SMTP.

I') Telnet.

Cpenne —cJi0:kHbIe (2 ypOBEeHb)

7. Yto Takoe OpaHIMaydp B KOHTEKCTE MH(POPMAIMOHHBIX CUCTEM?
A) Ilporpamma Jj1s1 aHTUBHPYCHOM 3aIIUTHI.

b) YcrpoiicTBo 1Ji pUIbTPAUMU M KOHTPOJISI ceTeBOro tpaguka.
B) Meton mmdpoBanust TaHHBIX.

I') Cnenmanu3upoBanHOe 000pYAOBaHUE JIs CxKATHUS (DAITOB.

8. Kakas oneparionHasi cucteMa siBIseTCsl OTKPBITON U OecTiaTHOM?
A) Windows.

B) macOS.

B) Linux.

I i0S.

9. IMPOTOKOJ UCTIOJIB3YCTCA AJId YAAJICHHOTO aIMUHUCTPUPOBAHUA KOMHBIOTepOB?
A) SMTP.

B) FTP.

B) SSH.

I') Telnet.

10. Yro Takoe DNS?
A) IlpoTokon nepenayu TaHHBIX.
b) Meton mudpoBanust HHGOPMAIHH.



B) Cucrema 10MeHHBIX MMEH.
I') ®opmar daitnoBoii cHCTEMBI.

11. Kakas komaHma HUCIOJB3YeTCs Uil OTOOpakeHUs crhucka (aijoB B TEKYIIEM
Karasore?

A) cd.

b) mv.

B) Is.

I') cp.

12. Kakoii TuI araku TpeArojaraeT OTIPABKY OOJIBIIOT0 KOJIMYECTBA 3alpPOCOB Ha
CepBep C LIETBIO ero Neperpy3Ku U HEJOCTYIMHOCTH [ IPYTUX MOJIb30BaTenei?

A) DoS-araka.

b) SQL-unbekus.

B) ®uunr.

I') Cauddunr.

13. Yro Takoe VPN?

A) BupryajibHasi 4aCTHas CeTh.

b) BupTyanbHblii MPOLIECCOPHBINA Y3el.
B) BuptyanbHblii e4aTHbIN HOCUTEI.
I') BusyanbHas cucreMa HaBUTALIUU.

14. Kakoit mpoTOKOJ UCIIONIb3yeTCs sl Oe30MacHoi nepeaayu BeO-cTpaHuil?
A) HTTP.

b) FTP.

B) HTTPS.

I') Telnet.

15. Kaxoii ¢aiin conepxut crnucok IP-anpecoB M COOTBETCTBYIOUIMX UM JIOMEHHBIX
uMeH?

A) hosts.

b) passwd.

B) protocols.

I') services.

16. Kako#l Thn aTaku npearosiaraeT BHEAPEHUE BpPeIOHOCHOroO koaa B SQL-3ampoc ¢
1[eTbI0 HECAHKITMOHUPOBAHHOTO JIOCTYTA K 0a3e NaHHbIX?

A) DoS-araka.

b) SQL-unbexknus.

B) ®umunr.

I') Cauddunr.

17. Yro takoe Gekan (pe3epBHas KOIHs) TaHHBIX?

A) Meton mmudpoBanus nHGpoOpMaIuu.

b) ®aiin ¢ uadopmaruei o mosb30BaTeNAX.

B) Konusi Ba:xxkHOM MH(OpMaUU JJIs1 ee BOCCTAHOBJIEHHSI B CJIy4yae MOTepU WIH
MOBPeEAKICHUS.

I') [Iporpamma 1t ynaneHust BpEZOHOCHOTO KOJa.



18. Kakast komaH/1a MCTIONIb3YyeTCs U1l M3MEHEHHUs IpaB JocTyna K dainy B Linux?
A) chmod.

B) chown.

B) rm.

I') mv.

19. Yo Takoe DHCP?

A) IIporokoJ s JMHAMUYecKoil HacTpoiiku IP-anpecos.
b) Meton mmdpoBaHus JaHHBIX.

B) ®opmar daitnoBoii cucTeMsl.

I') IIporpamma as1s yaneHust BpeJOHOCHOTO KOJa.

20. Kakasg xomaHaa HUCHOJb3yeTCA AJI CO3/laHUs HOBOI'O KaTajora B KOMAaHJIHOM
cTpoke?

A) cd.

b) Is.

B) mkdir.

I') rm.

21. Yro Takoe NAT?

A) CeteBoii MPOTOKOJI IS IEPEIavYH TaHHbBIX.

b) [IpoTokon mudpoBaHusi.

B) Texunosiorusi mnepeBoga ceTeBbIX aJApPecoB /Jsi oOecmedyeHHs JA0CTynma K
HNurepuery.

I') ®aitnoBas cucrema onepalmoOHHON CUCTEMBI.

22. Kakoli MpOTOKOJI HUCIOJIb3YeTCsl AJI YAAJEHHOrO JOCTyNa K KOMaHJIHOM CTpoke
Windows?

A) SSH.

b) Telnet.

B) FTP.

I') SMTP.

Caoxuble (3 ypoBeHb)

23. Yro Takoe (paepBoi B KOHTEKCTE HHPOPMALIMOHHBIX CUCTEM?

A) YcTpolicTBO 1515 pe3€pBHOTO KOIMPOBAHUS JAHHBIX.

b) IIporpamma st yianeHust BUpyCOB.

B) CereBoii pnabTp 1JIs1 KOHTPOJIS U 0JIOKHPOBKH CeTeBOro Tpaduka.
I') Meton mmdpoBanus JTaHHBIX.

24. Kakast KoMaH/ja UCTIONIb3yeTCs Ui TepeMeHoBaHus (aiiia B KOMaHJHOU cTpoke?
A) mv.

b) cp.

B) rm.

I) Is.

25. Yro Takoe MexceTeBOM dKkpaH (anrd. firewall)?

A) Tlporpamma st IpOBEPKU OE30MACHOCTH CETEBOTO COSAMHECHHUS.

b) VYcrpoiictBO 151  KOHTPOJIA ceTeBOoro Tpaguka W 3alHUTHI  OT
HECAHKIIMOHMPOBAHHOIO I0CTYIA.



B) Meron mmdpoBanus naGopMaum.

I') ®aiinoBas cuctema onepaiMOHHON CUCTEMBI

33H3HHH HA YCTAHOBJICHHE COOTBETCTBUA

Yemanosume coomeemcemeue Meofcay J1e8bIM U npasvim cm0ﬂ6uaMu.

IIpoctbie (1 ypoBeHb)

26 YCcTaHOBUTE COOTBETCTBUE:
(1B, 2b)

1 TexHonorus, MO3BOJIAIOIIAS
00BEAMHUTD HECKOJIBKO (PU3NUECKUX
JIUCKOB B €IMHOE XPAHUIIUIIE JaHHBIX
JUTSL IOBBIIICHUS HAJISKHOCTH H/HJTH
MIPOU3BOIUTEIILHOCTH.

2 Cepsuc, N03BOJSIOIIUN
YCTaHOBUTH 0O€301MacHOE COSTUHEHNE
4yepe3 OTKPBITYIO CeTh, 0OecTeunBast
3alUTY U KOHPHUACHIUATbHOCTh
Nepe1aBaeMbIX JaHHbIX.

27 YCTaHOBUTE COOTBETCTBUE:
(1B, 2B)

1 Cucrema ynpaBiaeHUs
JIOCTYTIOM U ayTeHTU(UKALUN
MMOIB30BaTEeIIeH, a TaKKe
LEHTPAIM30BAHHOE XPAHEHUE
MH(pOpPMaLIUU O HUX.

2 IIpoTokon, UCTIOAb3YEMBIN 17151
JIOCTYTIa U YIPABJICHUS TaHHBIMU B
pacnpeneneHHbIX KaTajiorax u
KaTaJOrOBBIX CEPBUCAX.

A) DNS (cucrema 1oMeHHBIX
UMEH)

b) VPN (BuptyasibHas 4acTHas
CETb)

B) RAID (maccuB n30bITOUYHBIX
HE3aBUCHUMBIX JHCKOB)

A) Firewall (6panamayap)

B) Active Directory
(axTUBHAs IUPEKTOPUS)

B) LDAP (nporoxon octymna
K KaTajoram)



CpenHe-cijio:kHbIe (2 YPOBEHbD)

28 YcTaHOBUTE COOTBETCTBHUE:
(1A, 2b)

1 IIpouecc co3nanus
PC3CPBHBIX KOITH I JaHHBIX 1 CUCTCMbI
111 00€CTIEYeHUS! X BOCCTAHOBIICHHS
B Clly4ae c00s UM MOTEPH.

2 TexHOIOTHS, TIO3BOJISAIOIIAS
CO3/1aTh BUPTYAJIbHYIO BEPCHIO
(GHU3HYECKUX PecypcoB, TAKUX KaK
CEPBEPHI, XPaHUIIMILA JaHHBIX U
CeTEeBBIC YCTPOICTBA.

29 YcTaHOBUTE COOTBETCTBHUE:
(1B, 2b)

1 TexHonorus, NO3BOJISIFOLIAS
aBTOMaTUYECKHU Ha3HavaTh [P-agpeca
U JpYTHe CEeTeBbIE HACTPOMKHU
YCTPOMCTBAM B CETH.

2 Meton npeobpa3oBanus [P-
aJpECOB U MOPTOB BXOAIIUX U
HCXOJAIINX TAKETOB JUIst
00ecIeueHust CBSI3H MEXKTY
JIOKaJIbHOM M IJ100aJIbHOM CEThIO.

30 Ycra"HOBUTE COOTBETCTBHUE:
(1B, 2B)

1 Cucrema, obecrieunBaromas
0oOHapy>XeHHE U pearupoBaHue Ha
MONBITKM HECAHKIIMOHUPOBAHHOTO
JIOCTYIIa U BTOP’KEHHI B
KOMITbIOTEPHBIE CUCTEMBI.

2 TexHoJorusi, MO3BOJISIONIAs
co3/1aTh 0€30I1aCHOE COSIMHEHUE
4yepe3 OTKPBITYIO CeTh, 0OecTeunBas
3aMUTy U KOHQUICHINATLHOCTD
nepeaaBaeMbIX JTaHHBIX.

31 YcTaHOBUTE COOTBETCTBUE:
(1A, 2b)

1 TIpoTokou1, NCIIONB3yeMBI

A) Backup (pe3epBHOE KOTTHpOBaHHUE)
b) Virtualization (BupTyanu3arms)
B) Patch Management (ynpaBiieHue

raT4yamu)

A) VLAN (BupTyanbHas JTOKaJIbHAs

b) NAT (cereBoe aapecHoe npeodpas

OBaHUE)

B) DHCP (mmpotokon auHaMU4ecKoi

KOH(UTypaluu X0CTOB)

A) SAN (xpaHUTHUIIIE CETEBOTO

JIOCTYTIA)

b) VPN (BuptyasibHas 4acTHas CETh)
B) IDS (cucrema o6HapyxeHus

BTOP>KEHUIN)

A) LDAP (mpoToxon gocTyma K

AJId JOCTyIa 1 YIIPAaBJICHUS JaHHBIMH  KaTaJIOT aM)

B pacnpeaesIeHHbIX KaTajiorax u
KaTaJoroBBIX CEpPBUCAX.

2 TexHOoII0TrHs, O3BOJISIONIAs
yIaJeHHO YIPaBIATh KOMIIBIOTEPOM
WJIH CEPBEPOM, ITOTyYast IOCTYI K €ro

b) RDP (ynanennsiit pabouwnii ctou)
B) SNMP (mpocToit mpoTokomn

CETEBOI0 YIpPaBJIECHUS)



pabodemy cTOmy.

32 YcTaHOBUTE COOTBETCTBHUE:
(1A ,2b)

1 TIpouecc co3nanus
PE3EPBHBIX KOMUIA JaHHBIX U
CUCTEMBI JIJI1 BOCCTAHOBJICHHSI TTOCJIC
KaTacTpo(bl UK CEPbE3HOT0 cOOI.

2 TexHoJiorusi, Mo3BOJISIONIAs
PaBHOMEPHO paclpeAeuTh Harpy3Ky
MCKAY HECKOJIbKUMU CCPBEpaMU UIU
YCTPOMCTBAMH JIJIsI TOBBIILICHUS
MMPOU3BOAUTCIIBHOCTHU U
OTKa30yCTOMYUBOCTH.

33 YcTaHOBUTE COOTBETCTBHUE:
(1A ,2B)

1 Jlornueckas ceTb,
co3zaBaeMasi Ha OCHOBE (PM3NYECKOM
CeTH Ui pasjeneHus Tpaduka u
yIpaByieHUs1 0€301aCHOCTHIO.

2 IIpoToko1, NCIIONb3yEMbI
JUTSL AMHAMUYECKON KOH(PUTypaIiu
CEeTEBBIX MTApPaMETPOB YCTPOICTB,
BKirouas [P-aapeca.

34 YcTaHOBUTE COOTBETCTBUE:
(1A, 2B)

1 Cucrema 6€3011aCHOCTH,
KOHTPOJMPYIOIIAasi U GUIbTPYIOIIas
ceTeBOM TpaduK, OCHOBBIBASICh Ha
3a/IaHHBIX TIPAaBUJIAX U OTUTHKAX.

2 Cepgep, paboTaroOMIHil Kak
MOCPEAHUK MEKTY KIMEHTOM U
IIEJICBBIM CEPBEPOM, BBITIOIHSIOIITUI
3a/ilaHHble (QYHKIIUHU, TaKHE KaK
KOIITUPOBAHUE VI (DUITBTPAITHS
Tpaduka.

Caoxuble (3 ypoBeHb)
35 VcTaHOBUTE COOTBETCTBUE:
(1A, 2B)

A) Disaster Recovery
(BOCCTaHOBIICHHE TTOCIIE KaTacTPodbI)

b) Load Balancing (6anancupoBka
Harpy3KH)

B) Virtualization (BupTyanu3zamus)

A) VLAN (BupTyasbHas JTOKaJIbHAs
CETb)

Bb) SSL (ypoBeHb 3amIuThl COKETa)

B) DHCP (mpoToxos AMHaMUYECKOM
KOH(UTYpaIMHA XOCTOB)

A) Firewall (6panamaysp)

b) Proxy Server (mpokcu-cepsep)

B) Intrusion Detection System
(cuctema oOHapPYKEHUS BTOPKEHHIA)



1 TexHonorusi, NO3BOJISIIOLIAS A) VPN (BuptyasibHasi 4aCTHasl CETb)

co37aTh OE30IaCHOE COSTMHEHNE b) IDS (cucrema obHapykeHUs
4yepe3 OTKPBITYIO CeTh, 00ecreunBasl ~ BTOPIKEHUH)

3aIUTY ¥ KOH(QUICHIIUATLHOCTh B) MDM (ynpaBneHue MOOMIIbEHBIMU
nepeaBaeMbIX JaHHBIX. YCTPOMCTBAMH)

2 Cucrema, 0OHapy>KHBaIOIIAs
MONBITKH HECAaHKIIMOHUPOBAHHOTO
JOCTYTIa UM BTOP)KEHUS B
KOMITbIOTEPHBIE CUCTEMBI U CETH.

3agaHus OTKPBITOr0 THIA
3agaHusg HA JONMOJTHEHHe
Hanuwume nponywennoe cnogo.

IIpocteie (1 ypoBens)

36 IT-undpacrpykTypa BKIIOYaET B ceOsl armapaTHoe, MporpaMMHOE U
obecrieuenue. (cereBoe)

37P0Jib CHCTEMHOTO aJIMHHHUCTPATOPA BKIIFOYAET B Ce0s1 YCTAHOBKY, HACTPOMKY M
UH()OPMAIIMOHHBIX CUCTEM. (MOMTEPIKKY)

38 Active Directory - 510 cepBuc, IPeI0CTABISIOMINN CPEACTBA ISl YIIPABICHUS U
B Windows-ceTsx. (ayreHTH(pUKaIIN)

39bskarnbl (pe3epBHBIEC KOMUHN) UCTIOIB3YIOTCS IS JTAHHBIX U 00ECTICUCHHSI X
BOCCTAHOBJICHUS. (COXpaHEeHUs )

40 TTonsTre "MoMMTHKA 0€301MacHOCTH" ONpeieNsIeT IpaBuiIa u ,
HAaITPaBJICHHBIC HA 3aIIUTy HH()OPMAIMOHHBIX CHCTEM. (OrpaHUYeHMs)

41 Xypuan co6situii (Event Log) nucnons3yercs st U aHaiM3a cOOBITUH,
HNPOUCXOMAIINX B MHYOPMALIMOHHON cucTeme. (3ammcu)

42 VPN (Virtual Private Network) mo3Bossier ycTaHaBIMBaTh 0€30TIaCHOE COSMHCHIE
MEXY yIaIeHHBIMH . (ceTsiMu WM y3J1aMH)

Cpenne-cioxHbie (2 ypoBeHb)

43 Patch Management - 3To nporiecc yCTaHOBKH U OOHOBJICHUH IJIs1
UCIIPABJICHUS YSI3BUMOCTEH B MHPOPMAIIMOHHBIX cCUCTeMax. (ynmpaBJieHus)

44 LDAP (Lightweight Directory Access Protocol) - 3To nmpoTokout, mpeiHa3HaYeHHbIH
JUISL IOCTYyTIa U KaTaJioroB. (ynmpaBJieHHs)

45 Firewall - aTo ceTeBoe ycTpoHCTBO MM MIPOTpaMMHOE 0OecTIedeHue, peHA3HAYCHHOE
TUTSt CEeTH OT HECAHKIMOHMUPOBAHHOTO JOCTYTA. (3aLUTHI)

46 Disaster Recovery - 3To mpoiiecc BOCCTaHOBIICHUS TOCJI€ YPE3BBIYATHBIX
cuTyaruii wim c0oeB B MHPOPMAIIMOHHON crucTeme. (0NepalioOHHOI ClIOCOOHOCTH)



47 I'pynnoBas nonutuka (Group Policy) B Windows-cpene mo3BosisieT aAIMUHUCTpATOpaM
yCTaHaBJIMBATh U KOH(UTrypalueil oiIb30BaTeIbCKUX KOMITBIOTEPOB. (YHPaBJIATSH)

48 Tlonstue "BuUpTyanu3amus" OTHOCUTCS K CO3/IaHUIO BEpPCHI1 CEPBEPOB WU
pabouux CTaHIUK 000PYAOBAHUS UK OTIEPAIIMOHHBIX CHCTEM. (BUPTYAJIbHBIX)

49 LDAP (Lightweight Directory Access Protocol) ucronb3yercs 1jist 10CTyna u
KaTaJIoroB MOJIb30BaTeNIeii M pecypcoB B ceTh. (YnpaBJieHusl)

50 bpenamayap (Firewall) - 3T0 ceTeBoe ycTpoHCTBO MM MPOrpaMMHOE obecrieueHue,
npeIHa3HAYCHHOE JJIs 3alIUThl CETH OT . (HeCaHKIHOHUPOBAHHOI'O JI0CTYIIA)
51 lucneruep 3anau (Task Manager) mo3BosisieT aMUHHACTPATOPY MPOCMATPUBATh U
poIeccaMu, 3aIylieHHbIC Ha KoMIibloTepe. (YnpaBisiTh)

52 RAID (Redundant Array of Independent Disks) - 3to TexHOIOTHS, 00bEAUHAIOIAS
HECKOJIBKO 11 00ECTIeYeHUsI BBICOKOW OTKAa30yCTOWYMBOCTH U
[IPOM3BOJAUTEILHOCTH. (3KE€CTKHX THCKOB)

53 IonmTHKa maposei onpenenser TpeOoBaHHUS K MApOJISIM T0Ib30BATENEH, BKIIIOYast
U [IEPUOIUNYHOCTh X CMEHBI. (CJI0KHOCTD)

54 CepBepHas BUpPTyaau3alus MO3BOJISET 3aIlyCKaTh HECKOJIBKO BUPTYAIbHBIX CEPBEPOB
Ha OJJTHOM (PU3MYECKOM CepBepe JUIs pecypcoB. (ONTHMH3AIHH)

55 Omneparmonnas cuctema Windows Server nmpeocTaBisieT BO3SMOXHOCTH IS
U yIpaBlIeHHs JOMEHAMH U KOHTPOJUICpaMu JJoMeHa. (Co31aHusI)

56 IDS (Intrusion Detection System) - 3To cuctema, npeaHa3HauYCHHAs ISt OOHAPYKEHHSI
u HECaHKIIMOHUPOBAHHOTO JOCTYIIA WM BTOPXKEHUH B CETh. (aHAJIM3a)

57 DHCP (Dynamic Host Configuration Protocol) - 1o npoTokoJ1, mo3BOISIOIIN i
ABTOMATHUYECKH IP-ampecoB u Ipyrux CETeBbIX MAPaMETPOB KJIMEHTaM B CETH.
(Ha3Ha4aTh)

58 Cucrema pesepBHOTro KonmupoBanus u BocctanoBieHus (Backup and Recovery)
UCIIONB3YETCS JIIs JAHHBIX M 00€CTIeYeHHs X BOCCTAHOBJICHHUS MIPH COOSIX.
(coxpaHeHus)

59 VLAN (Virtual Local Area Network) - 3o metox pasjenenus JIOKaIbHOW CETH Ha
BUPTYJIBHBIX CETCH VIS yIy4IIeHHs 0€30MaCHOCTH M IPOU3BOIUTECILHOCTH.
(oTnenbHbIE)

60 DNS (Domain Name System) - sTo cucTema, O3BOJISIOIIAs TIPE0OPa30BBIBATH
B IP-ampeca u obecrieunBaTh UACHTU(DHUKAIIAIO YCTPOHCTB B CETH. (JIOMEHHbIE
HMeHa)

61 IlonsaTre "cKpUNTUHT" OTHOCUTCS K HAIMCAHUIO U BBIIOJIHEHHIO Habopa
KOMaH/ JUIsl aBTOMaTH3aluy 3a7a4 aIMUHUCTPUPOBaHUS. (IIPOrPaMMHBIX)

62 T'mnepsusop (Hypervisor) - 3To mporpaMMHOe oOecriedeHre, MO3BOIISIOIIEE 3aITyCKaTh
U YIPaBIIAThH Ha OTHOM (pr3mUYecKOM cepBepe. (BUPTYaJbHBIMH MAIIHHAMM)

63 Yrunura Ping ucnosp3yercst it TPOBEPKH 1 3aJIEPIKKH MEKTY
KOMITbIOTEPAMHU B CETHU. (HOCTYIMHOCTH)



64 Cuctema monutopunra (Monitoring System) Mo3BoJISIET aIMUHHCTPATOPY
OTCJIEXKHUBATH Y IPOU3BOAUTEIIBHOCTh KOMITBIOTEPOB U CETEH. (COCTOSIHME)

65 GPO (Group Policy Object) - ato 00bekT, conepskaruii Habop TSt
MIPUMEHEHUS TPYIIIOBOM MTOJUTUKHU B CETEBOU Cpejie. (HACTPOeK)

66 Pe3epBHoe KOIIMPOBAHUEC JaHHBIX ABJISACTCA Ba)KHOM YacThIO CTpaTerun
JaHHBIX. (BOCCTaHOBJ'IeHI/Iﬂ, BOCCTaHOBHeHI/Ie)

Caoxuble (3 ypoBeHb)
67 AnmuHucTpaTOp MH(POPMAITMOHHBIX CHCTEM OTBEYAET 3a OOeCIeueHne
uHpopmanuu. (KOH(PpUIEHINATBLHOCTH)

68 Bupryanbnas yactHas cets (VPN) obecrieunBaeT 3aluiieHHoe
yAaJIEHHOE K CeTH. (MOAKJII0YEHHE)

69 Jlis mpoBepkH paboTOCIIOCOOHOCTH 000PYI0BaHUS i HHPPACTPYKTYPHI YACTO
HCIIOJIb3YETCSl TECTUPOBAHUE . (ceTn)

70 Aynut nH(GOPMAITMOHHOW CHCTEMBI IO3BOJISIET OLIEHUTH €€ COOTBETCTBHE
0€30MMaCHOCTH U PETYJIUPOBAHUS. (CTAHAAPTAM)




Kapra yuera TecToBbIX 3a1aHMii (BapuaHT 1)

Kommnerennus | [TK-3. CiocoOHOCTH OCYIIECTBIIATh BeACHUE 0a3bl TAHHBIX U MOICPKKY
MH()OPMAIIMOHHOTO 00ECTICUCHHS PEIICHUS TPUKIIATHBIX 3a1a4
Nupukarop [1K-3.3 Bnageetr MeToaMu IMOCTPOSHHUS, COTPOBOXKACHUS U Moau(uKanuu 0a3
JAHHBIX B COOTBETCTBUHU C HYXKJIaMU KOHEUHOT'O M0JIb30BaTENsl, OCHOBAHHBIMU Ha
METOaX PEISIITUOHHON anreOpsl; sI3bIKaMH IPOTPaMMUPOBAHUS,
OpPHEHTUPOBAHHBIMH Ha 00pabOTKY JaHHBIX
Jucnunnuua | ATMUHUCTpUPOBaHUE HH(POPMAIIMOHHBIX CHCTEM
TecToBbIC 3a1aHUSA Hroro
YpoBeHb 3aKpbITOrO THIA OTKpbITOrO THNA
OCBOCHHUS AJbTEepHATUBHBIN YcraHoBieHue
BBIOOp COOTBETCTBUS/ Ha nononnenune
MOCJIEI0BATEILHOCTH
1.11  (20%) 5 2 7 14
1.1.2 (70%) 17 7 24 48
1.1.3 (10%) 3 1 4 8
Hroro: 25 . 10 . 35 . 70 mrT.
Kapra y4era TecToBbIX 3a1aHMil (BAPUAHT 2)
Komnerennus | [IK-3. CiocoOHOCT OCYIIECTBIAThH BeIeHUE 0a3bl JaHHBIX U MOAJIEPIKKY
MH()OPMAMOHHOTO 00ECIICUCHHSI PEIICHUS TPUKIIATHBIX 337144
HNunukatop | [1K-3.3 Bnageer MeTogamMu moCTpOEHUS, COMPOBOXKACHHS ¥ MoIudHUKanuy 6a3
JAHHBIX B COOTBETCTBUU C HYKJIaMU KOHEUHOT'O MTOJIb30BATENsl, OCHOBAHHBIMU Ha
METOaX PEISIIIUOHHON aareOpsl; sI3bIKaMH IPOTPaMMUPOBAHUS,
OPUEHTUPOBAHHBIMH HA 00PaOOTKY JaHHBIX
JucnurnnuHa | AAMUHUCTPUPOBAHUE HH(POPMAIIMOHHBIX CHCTEM
YpoBeHb TectoBble 3a7aHUs
OCBOEHUS 3aKpbITOrO TUIA OTKpBITOrO THNA
AJBTepHATHBHOTO BBIOOpA YcranoBieHue
COOTBETCTBHUA/Y CTAHOBJICHUE Ha JOIIOJTHEHHUE
II0CJIE€A0BATCIIbHOCTHU
111 1. Kakas u3 cnenyromux 26 YcTaHoBuUTE 36 IT-urdpacTpykrypa BKIOYACT B
3aa4 HE SABIIACTCS COOTBETCTBUEC: ceos arnmnaparHo€, IporpaMMHOEC U

00513aHHOCTBIO
aJIMUHHCTpaTopa
nH(popMaMOHHBIX cucTem?
A) YcTaHoBKa
MIPOTrPaMMHOTO
oOecreueHHsI.

B) Pe3epBHOE KOmMpOBaHUE
JIaHHBIX.

B) IIpoBenenne
MapKETHHIOBBIX
HUCCIIEIOBAHUMN.

I') MonuTopuHr ceteBoit
AKTHBHOCTH.

2. Kakoit n3 cnemyrommx
IIPOTOKOJIOB 00€CIIeunBacT
Oe3omacHyro repenaqy
(aiiioB MeXy yAajleHHbBIMA
KOMIbIOTEpaMuU?

A) FTP.

B) SMTP.

B) Telnet.

I') SSH.

1 Texwomorus,
MO3BOJISIOMIAs OObEIMHATD
HECKOJIBKO (PU3UUECKUX
JIMCKOB B €TUHOE
XPaHWJINIIE TaHHBIX JUIS
TIOBBIIICHHUS HAIS)KHOCTH
W/nim
MPOU3BOJAUTENBHOCTH.

2 CepBuc, NO3BOJISAIOMINN
YCTaHOBUTH 0€30macHOe
COCJIMHEHHE Yepe3
OTKPBITYIO CETh,
obecreunBast 3aIUTy U
KOH(HUIACHIIMATBHOCTD
MepeaBacMbIX TAHHBIX.
A) DNS (cucrema
JIOMEHHBIX UMEH)

b) VPN (BuptyanbHas
YaCcTHas CETh)

B) RAID (maccus
M30BITOYHBIX HE3aBUCUMBIX

obecrneueHue.
(ceteBoe)
37Posb CUCTEMHOTO
aJMUHUCTPATOPa BKJIFOYACT B ceOs
YCTaHOBKY, HACTPOMKY U
HHPOPMAMOHHBIX
cucteM. (TTOACPIKKY)
38 Active Directory - ato cepsuc,
MIPEOCTABIITIONINIA CPEICTBA IS
YIOpaBJICHUS U B
Windows-ceTsx.
(ayTenTHUKAINN)
39bsKkans! (pe3epBHBIC KOMHN)
HCTIONB3YIOTCS ISt
JTAaHHBIX U 00ECIICUCHUSI UX
BOCCTAHOBJICHHUS. (COXpaHEHHS)
40 TlonsiTre "monuTHKA
Ge3omacHocTn" onpenenseT
MpaBwia U ,
HaTpaBJICHHBIC HA 3aIUTy
HH(POPMAIMOHHBIX CUCTEM.
(orpanugenwst)
41 Xypnan cobsrtuii (Event Log)




3. Uro takoe RAID B
KOHTEKCTe
WHPOPMAINOHHBIX CUCTEM?

JIICKOB)

27 Ycranosure

UCTIONB3YeTCA It |
aHaJn3a COOBITHH, IPOUCXOISLINX
B MH(QOPMAIIHOHHON CHCTEME.
(3amucu)

COOTBCTCTBHUC: . .
A) PesepBHOE KOITHPOBAHHE 1 Crerema 42 VPN (Virtual Private Network)
YIIPaBIICHUSA
JIAHHbIX. MO3BOJISIET YCTAHABIUBATH
B) Meron perucrparuu u AOCTYHOM 1 0e30IacHOe COCTMHEHNE MEXKITY
ayTeHTH()UKAIINU ayTeHTH(bHKaIiHH yIaJeHHBIMH . (ceTsimMu
MOJIb30BaTENei. ITOJIb30BATCJICH, a TAKKE WITH y371aMH)
B) TexHonorus LCHTPAJIN30BAHHOC
00BEIMHEHNST HECKOIBKHX XpaHeHue HH(OPMAIUU O
(U3MYECKUX AUCKOB B HUX.
C/IMHYIO CHCTeMy XpaHeHust | 2 TIpoTokod,
HaHHBIX. UCTIOJIb3YeMBbIi JIIsI
I') Ipotoxon nepepatn JIOCTYIIA ¥ yHpaBIeHHUs
JAHHBIX MEXY
KOMITBIOTEPAMHU. JIAHHBIMH B
pacupeneneHHbIX
4. Kakoil THII aTaKi KaTaJIorax M KaTaJOrOBBIX
HAIPABIICH HA MOJYyYCHHUE CepBUCax.
KOH(l)HIleHHHaHLHOﬁ A) Firewall (6paHzLMay3p)
UH(OPMAIUY TTyTEM B) Active Directory
MOJICTYIINBAHUS CETEBOTO (aKTUBHAS TUPEKTOPHS)
Tpaduka? B) LDAP (mipotokost
A) DoS-araka. JIOCTYTIA K KaTajoram)
b) SQL-unbekIms.
B) Cauddunr.
I') ®ummsr.
5. Kakasg xomanga
UCTIOJNIB3YEeTCS AJIsl IPOBEPKH
JOCTYITHOCTH yJaJICHHOTO
XOCTa B ceTn?
A) ping.
b) Is.
B) rm.
I) grep.
6. Kaxoii mpoTokon
HCTIOB3YETCS IS JOCTABKU
3JIEKTPOHHOM NOYTHI?
A) FTP.
B) HTTP.
B) SMTP.
I') Telnet.
112 7. Yto Takoe OpaHaMay3p B 1 Ilpouecc cozmanus 43 Patch Management - 5310

KOHTEKCTe
MHPOPMAMOHHBIX CUCTEM?
A) IIporpamma s
AQHTUBHPYCHOM 3aIINTHI.

B) YcrpoiictBo mist
(bUIbTPaLK U KOHTPOJIS
cereBoro Tpaduka.

B) Meton mudpoBanus
JIAHHBIX.

I') Cnenmanm3upoBanHOe
000pyIOBaHHE TS CHKATHSI
(haiinos.

8. Kaxkas onepannonnas
cHCTeMa SIBIISIETCS] OTKPBITOM
u OecruiaTHOM?

A) Windows.

PE3epBHBIX KON TaHHBIX U
CHCTEMBI JJIs 00ecreueHus HX
BOCCTAHOBJIEHUS B CITy4ae
c00st WK TTOTEepH.

2 TexHonOrusl, NO3BOJNSIONIAs
CO3/1aTh BUPTYaJIbHYIO
BEPCHIO0 (PU3UUECKUX
pecypcoB, TaKHX KaK CEpBEPHI,
XpaHWIMINIA JAHHBIX U
CeTeBbl€ YCTPOUCTBA. A)
Backup (pezepBHOE
KOTIMPOBaHUE)

B) Virtualization
(BupTyanmu3anus)

B) Patch Management
(ynpasiieHne naTyamn)

MpPOLIECC YCTaHOBKU U
OOHOBNICHMH UIi  WCTIPaBICHUS
ySI3BUMOCTEH B MH(OPMALMOHHBIX
cucreMax. (yrnpaBJIeHHs)

44 LDAP (Lightweight Directory
Access Protocol) - sto mporokou,
NpeHa3HAYeHHBIA I JOCTyNa |

KaTaJoroB.
(ynpasieHus)

45 Firewall - o310 cereBoe
YCTPOMCTBO WJIM  IPOrPaMMHOE
obecrieueHne,  MpeHa3HAYEHHOE
JUIst ceTd  OT
HECaHKIIMOHUPOBAHHOTO  JIOCTYIIA.
(3a1uThI)

46 Disaster Recovery - ato nporiecc
BOCCTAHOBJICHUA




B) macOS.
B) Linux.
I)iOS.

9. IPOTOKOJI UCTIOIB3YETCS
JUIsL yIaJICHHOTO
aJIMUHUCTPUPOBAHHUS
KOMITBIOTEPOB?

A) SMTP.

b) FTP.

B) SSH.

I') Telnet.

10. Yro Takoe DNS?
A) IIpoTtokon nepegaun
JaHHBIX.

B) Meron mmdpoBanus
HHPOPMALINH.

B) Cucrema joMeHHBIX
HMEH.

I') ®opmar daiinoBoii
CUCTEMBI.

11. Kakasg xomanga
HCTIONB3YeTCS IS
0TOOpaKeHHsI CITHUCKA
(aiinoB B TeKyIieM
KaTtajore?

A)cd.

b) mv.

B) Is.

I) cp.

12. Kakoii Tum aTaku
MIPEAIoaraeT OTIPaBKy
0OJIBIIIOTO KOJIMYECTBA
3aIpOCOB Ha CEepBEp C LEIBI0
€T0 Meperpy3Ku u
HETOCTYITHOCTH IJISl IPYTHX
MOJIb30BaTeICh?

A) DoS-ataxa.

b) SQL-unbekIms.

B) ®ummmnr.

I') Cuuddunr.

13. Yro Takoe VPN?

A) BupryanbHas yacTHas
CeTb.

B) BupryanbHebrii
MIPOLIECCOPHBIN y3er.

B) BuptyanbHblii me4aTHbIH
HOCHUTEIIb.

I') BusyanpHas cucrema
HaBUTAIUH.

14. Kakoii mpoToKoI
HCTIONB3YETCS IS
Oe30MmacHO mepeaayn BeO-
crpanun?

A) HTTP.

B) FTP.

B) HTTPS.

29 YcraHOBUTE COOTBETCTBHE:!
1 TexHonorusi, HO3BOJISIONIAS
aBTOMAaTHYCCKH Ha3HA4JaTh [P-
azpeca U IpyTHe CeTeBbIe
HaCTPOMKHU yCTPOMCTBAM B
CeTH.

2 Metox mpeobpa3zoBanust 1P-
aJIpECOB ¥ MOPTOB BXOISIIUX
Y UCXOMSIIHX IAKETOB IS
obecreyeHust CBsI3U MEXY
JIOKaJLHOM U T1100aIbLHOM
ceteto. A) VLAN
(BUpTYyanbHas JIOKAIbHAS
CETh)

B) NAT (cereBoe anpecHoe
npeoOpa3oBaHue)

B) DHCP (mpoTokomn
JTUHAMUYECKON
KOH(HUTypamnu XOCTOB)

30 YcraHOBUTE COOTBETCTBUE:
1 Cucrema, obecrnieurBaromast
oOHapyKeHUue U
pearupoBaHUe Ha MOIBITKU
HECaHKIIMOHUPOBAHHOTO
JIOCTYTIA ¥ BTOPYKCHUI B
KOMIIBIOTEPHBIC CUCTEMBI.

2 TexHomorus, NO3BOJISAIOLIAS
co3nath Oe3omacHoOe
COEIITHEHHUE Yepe3 OTKPHITYIO
ceTb, o0ecneunBas 3aluTy U
KOH(HICHIIMATBHOCTh
MepeaaBaeMbIX TaHHBIX. A)
SAN (XxpaHHJIHIIIE CETEBOTO
JIOCTyTIa)

B) VPN (BupryanbHas
JacTHasl CETh)

B) IDS (cucrema
00OHapyKeHHS BTOPIKCHUIT)

31 YcraHoBUTE COOTBETCTBHE:
1 IIpoTOKOII, HCIIOIB3YEMBIH
JUIA JOCTYIA U YIIPABICHUS
JTAaHHBIMM B pacpeaeIeHHBIX
KaTaJiorax ¥ KaTajJoroBBIX
CepBHCaX.

2 TexHOI0THsI, TTO3BOJISIONIAS
YIQJICHHO YTIPABISThH
KOMIIBIOTEPOM HIIH CEPBEPOM,
HOoJy4ast JOCTYH K €ro
pabouemy croury. A)
LDAP (npotokon nroctymna K
KaTaJjoram)

B) RDP (ynanenustit pabounit
CTOJIT)

B) SNMP (mpocToii mpoToKo
CETEBOTO YIPABJICHHU)

32 YcTaHOBUATE COOTBETCTBHE:
1 TIponecc co3znanust
PE3EPBHBIX KOMUH TAaHHBIX U
CHCTEMBI JUIs1 BOCCTAHOBJICHUS
nocje KatacTpodsl win

Hocjae 4Ype3BbIUAMHBIX cHUTyanuil
nim c6oeB B HMHDOPMAIMOHHON
CHUCTEME. (omeparmoHHON
CITOCOOHOCTH)
47 TpynmoBas mommtuka (Group
Policy) B Windows-cpene
MO3BOJISIET aJIMHHNCTPATOpam
yCTaHABINBaTh WU
KOH(UTypanuen moab30BaTeIbCKIX
KOMIIBIOTEPOB. (YIpaBJIATh)
48 Ilonatue "Bupryamusanus"
OTHOCHTCS K CO3JIaHHIO0
BEPCUH CEPBEPOB WU
pabounx cTaHIUE o00opymOBaHUA
WIN  ONEPALHOHHBIX  CHCTEM.
(BHPTYaNbHBIX)
49 LDAP (Lightweight Directory
Access Protocol) ucrons3yercs s

JOCTyma M KaTaJIOrOB
MOJIb30BaTeNeil U PECYpCOB B CETH.
(ynpaBieHus)
50 Bpennmaysp (Firewall) - ato
CETEBOE YCTPOMICTBO UIu
POrpaMMHOE obecrieueHue,
npenHa3HaYeHHOe UL 3aIlUThI
ceTH oT .
(HEeCaHKLIMOHUPOBAHHOTO JIOCTYTIA)
51 [Hwucmerdep 3amau  (Task
Manager) HIO3BOJISICT
AJIMHHHCTPATOPY MPOCMATPHBATh
IpoLEecCcaMH,
3alylleHHble Ha  KOMIbIOTEpE.
(YynpaBisTs)
52 RAID (Redundant Array of
Independent ~ Disks) - 310
TCXHOJIOTHA, O6'l)eI[I/IH$IIOH1a$[
HECKOJIBKO ULt
obecrieueHus BBICOKOH
OTKa30yCTOWYNBOCTH u
NPOU3BOJUTEIBHOCTH.  (JKECTKHX
JIUCKOB)
53 TlonuTtuka mapoieil onpeaemnset
TpeOoBaHUA K apossIM
MOJI30BaTEICH, BKJIIOYAs

U NEPUOANIHOCTH HUX
CMEHEI. (CJIOKHOCTb)
54 CepBepHas BHPTyaJIH3aIUsL
MIO3BOJISIET  3aIyCKaTh HECKOJIBKO
BUPTYQJIBHBIX CEPBEPOB Ha OJHOM

¢br3nIeckoM cepBepe TSt
pecypcoB.
(onTEMU3aIIH)
55 OnepanyoHHas cucrema
Windows Server mnpemocTaBisier
BO3MOXXHOCTH JUTsI u
yIpaBieHUs JIOMEHAMHU u
KOHTpOJUIEpaMH JIOMEHa.
(cozmanms)
56 IDS (Intrusion Detection
System) - 3TO cucrema,
IpeiHa3HaYeHHas JUTS
oOHapyXeHHs |
HECaHKIIMOHUPOBAHHOI'O  JIOCTyNa




I') Telnet.

15. Kaxo# ¢aitn comepxut
crcok |IP-agpecos u
COOTBETCTBYIOIINX UM
JOMEHHBIX UMEH?

A) hosts.

b) passwd.

B) protocols.

I') services.

16. Kakoii Tim ataku
MpEe/IoaracT BHEIPCHUE
BpPEeIOHOCHOTO Koza B SQL-
3aIpoc C HENbI0
HECAHKIIHOHUPOBAaHHOTO
JoCTyTa K 0a3e naHHBIX?
A) DoS-araka.

b) SQL-unbekIms.

B) ®ummsr.

I') Cunddunr.

17. Yro Takoe OGekan
(pe3epBHas Komus) TaHHBIX?
A) Meton mmudposaHus
HHPOPMALINH.

B) daiin ¢ maQopMarmeis o
TIOJTb30BATEIIAX.

B) Komus BaxkHOM
nHpopmanuu 17 ee
BOCCTAaHOBJICHUSI B ClTy4ae
MOTEPH WIIN TTOBPEKACHHS.
I') IlporpamMma s
yJlaJIeHUs] BPEIOHOCHOTO
KoJa.

18. Kakas xomanzga
HCTIONB3YeTCS LIS
M3MEHCHHUS TPaB JIOCTYTa K
¢aitmy B Linux?

A) chmod.

B) chown.

B) rm.

I') mv.

19. Uro takoe DHCP?
A) IlpoToxon amns
JTUHAMHYECKON HACTPOUKH
IP-anpecos.

b) Meron mmudpoBanus
JIAHHBIX.

B) ®opmar daitnooii
CHCTEMBEL.

I') Iporpamma s
yAaJIeHUs] BPETOHOCHOTO
KoJa.

20. Kakas xomanzga
UCTIONb3YeTCsl Ul CO3/JaHUs
HOBOT'O KaTajora B
KOMaHJHOH cTpoke?

A) cd.

cepbe3HOro cOosl.

2 TexHOI0THSI, TTO3BOJISIONIAS
PaBHOMEPHO PacIpeneInTh
Harpy3Ky Mexny
HECKOJIbKUMH CEPBEPAMU HIIH
YCTpOICTBaMU ISt
MOBBIIICHUS
MPOMU3BOUTENEHOCTH U
OTKa30yCTOMYUBOCTH. A)
Disaster Recovery
(BoccTaHOBIICHHE TTOCIIE
KaTacTpodbr)

b) Load Balancing
(bamaHCHpOBKA HATPY3KN)

B) Virtualization
(BUpTYyanm3anus)

33 YcTaHOBHTE COOTBETCTBHE:

1 Jlorudeckas ceTb,
co3JaBaeMasi Ha OCHOBE
(usmueckoii cetn s
paznenenus Tpaduka u
yIpaBieHus 6e30MacHOCTBIO.
2 IIpoTOKOI, UCIIOIB3YEMBbIH
JUISL TUHAMHYECKOH
KOH(UTypanuy CeTEBBIX
apaMeTpoB yCTPOUCTB,
Bkitouas [P-anpeca. A)
VLAN (BuptyanbHas
JIOKaJIbHAsS CETh)

B) SSL (ypoBeHb 3amuThl
COKETa)

B) DHCP (mpoTokon
JTUHAMUYECKOU
KOH(UTypanun X0CTOB)

34 YcTaHOBHTE COOTBETCTBHE:

1 Cucrema 0e3011acHOCTH,
KOHTPOJIMPYIOIIAs 1
(ubTpyIOImas ceTeBoi
Tpa K, OCHOBBIBASICH Ha
3aJJaHHbIX TIpaBUJIaX U
MOJINTHKAX.

2 Cepsep, paboTarouii Kak
MOCPEHUK MEXY KIIUEHTOM
U LIETIEBBIM CEPBEPOM,
BBITIOJIHSIOIINH 3aJaHHbIE
(yHKIIMH, TaKue KakK
KIIIUPOBAHHE MK
¢dunpTpanus Tpaguka.  A)
Firewall (6panamayap)

b) Proxy Server (mpoxcu-
cepaep)

B) Intrusion Detection System
(cucrema oOHapyKEHUS
BTOPKEHUIN)

WM BTOP>KEHUH B CeTb. (aHaIM3a)

57 DHCP  (Dynamic  Host
Configuration Protocol) - aro
IIPOTOKOJI, MO3BOJIAIOILU N
aBTOMaTHYECKU 1P-
aJpecoB W JPYTUX  CETEBBIX
[apaMeTpoB KIMEHTaM B CETH.
(Ha3Hay4aTh)

58 Cucrema pe3epBHOTO

KOMMMPOBaHUsI HW BOCCTAHOBJICHUSA

(Backup and Recovery)
HCIOJIb3YCTCA JUIA

JaHHBbIX u obecneyeHus ux
BOCCTAHOBJICHHS npu cOosx.
(coxpaneHus)

59 VLAN (Virtual Local Area

Network) - ato meron paszencHus
JOKAaTbHOH CeTH Ha

BHPTYaJbHBIX ceTei UL
VITY4IIEeHUS 0e30MacHOCTH u
MIPOU3BOUTENLHOCTH. (OTJENbHEIE)
60 DNS (Domain Name System) -

3TO cHucTeMa, TMI03BOJISIOIIAs
peoOpa3oBHIBATH B
IP-ampeca u o0ecrieunBaTh
UACHTU(QHUKANIO  YCTPOMCTB B
ceTH. (TOMEHHbIC IMCHA)

61 [onstue "ckpunTUHT"

OTHOCHUTCA K HaIlTMCaHUIO u
BBIIIOJTHECHHUIO Ha60pa
KOMaH/J aJi1 aBTOMaTHu3aluu 3aaay4

aIMUHUCTPUPOBAHUSA.
(mporpaMMHBIX)

62 T'unepsuzop (Hypervisor) - 3T0o
POrpaMMHOE obecrieueHue,
H03BOJIAIOIIEE 3aIyCKaTh "
YIIPaBIIATH Ha OJIHOM
buznIecKoM cepaepe.

(BHPTYabHBIMA MAITHAMU)
63 VYrwmra Ping wucnomp3yercs
JUIL  TIPOBEPKH n
3aJIepIKKU MEX1y KOMIIBIOTEpaMH B
CeTH. (IOCTYITHOCTH)
64 Cucrema MOHHUTOPHHIA
(Monitoring System) mno3BosieT
aJIMUHHCTPATOPY OTCIIe)KUBATh
u

MIPOM3BOIUTEIEHOCTD
KOMITBIOTEPOB U CETeH. (COCTOSIHHUE)
65 GPO (Group Policy Object) -
3TO OOBEKT, COoJepKalli Habop

JUIL  TIPUMEHEHHMs
TPYNIOBOM THONUTUKU B CETEBOH
cpene. (HacTpoek)
66 PeseprHoe KOIIMPOBaHUE
JIAaHHBIX SIBJISIETCSI BaXKHOHM YacThiO
cTpareruu

JIAHHBIX.

(BoccTaHOBIICHUS,
BOCCTaHOBJICHHE)




b) Is.
B) mkdir.
') rm.

21. Yro Takoe NAT?

A) CeTeBoif IPOTOKOIT IS
nepenay JaHHbIX.

b) IIpoTtokon mmdpposanus.
B) TexHonorus nepesoza
CEeTEBBIX aIPECOB IS
obecrieueHust 10cTymna K
WurepHery.

I') ®aiinosas cucrema
ONEPaLMOHHON CUCTEMBI.

22. Kaxol poTOKOI
UCTIONB3YeTCs IS
YIAICHHOrO OCTYIA K
KOMaHJIHOU CTpOKe
Windows?

A) SSH.

b) Telnet.

B) FTP.

I') SMTP.
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23. Yro Takoe (aepBo B
KOHTEKCTE
nH(pOpMaAIMOHHBIX cUCTEM?
A) YcerpoiicTBo s
PE3epBHOTO KOIMPOBAHUS
JaHHBIX.

B) Ilporpamma mi1st yaneHus
BUPYCOB.

B) CereBoit dhuibTp 1u1st
KOHTPOJISI U OIIOKMPOBKH
ceTeBoro Tpaduka.

I') Meron mudpoBanus
JIaHHBIX.

24. Kakast komaHga
HCTIONB3YeTCS LIS
nepenMeHoBaHuA (aiina B
KOMaHJHOHU cTpoke?

A) mv.

B) cp.

B) rm.

I)ls.

25. Uto Takoe MeXCeTeBOU
sKkpaH (anri. firewall)?

A) IIporpamma s
MIPOBEPKH 0E30MaCHOCTH
CETEBOT0 COCIMHEHHS.

B) YcrpoiictBo mist
KOHTPOJISI CETEBOTo Tpaduka
1 3aIHUTHI OT
HECaHKI[MOHUPOBAHHOTO
JOCTyTIA.

B) Merton mudpoBanus
nHpOPMAaLNH.

I') daiinoBas cucrema
OIIEPAIIMIOHHON CHCTEMBI

35 Ycranosure
COOTBETCTBHE:

1 Texnomorus,
MO3BOJISIONIAs CO31aTh
0Oe3omacHoe COeTHHEHUE
4yepe3 OTKPBITYIO CETh,
o0ecrieunBasi 3aIUTY U
KOH(HICHIIHATEHOCTh
nepeaBaeMbIX JaHHBIX.

2 Cucrema,
0o0OHapyXHBarOIAs
MTOIBITKH
HECAHKIIMOHUPOBAHHOT'O
JIOCTYTIa WA BTOPYKCHHUS B
KOMITBIOTEPHBIC CHCTEMBI U

cetn. A) VPN
(BUpTyanbHas yacTHas
CeTh)

b) IDS (cuctema
0o0HapyKEHHsT BTOPKEHHN )

B) MDM (ynpasienue
MOOMJIBHBIMH YCTPOWCTBAMH)

67 AnMuHHCTpaTOP
nH()OPMAIMOHHBIX CHCTEM
OTBEYACT 3a 0OecreyeHNe
HHPOPMALIUH.
(xoH(MUACHITNATEHOCTH)

68 BupTyasnbHas yacTHasl CETh
(VPN) oGecrieunBacT 3aIuicHHOES
yIaleHHoe K
ceTH. (TTOAKII0YEHNUE)

69 Jlns mpoBepku
paboToCoCOOHOCTH 000PY IOBaAHHS
1 HHQPaACTPYKTYpHI 4acTO
UCIIOJIb3yEeTCS TECTUPOBAHKE

. (ceTn)

70 Aynut nHbOPMAITMOHHOM
CHCTEMBI MTO3BOJISICT OLICHNUTH €€
COOTBETCTBHE

0€3011acHOCTH U PeryJIUpOBaHMS.
(cranmaptam)

Hroro:

25 miIT.

10 .

35 .




Kpurepuu ouenuBanus
Kpurtepuu onieHMBaHUs TECTOBBIX 3aJaHUH
KpI/ITepI/II/I OLICHUBAHHA: TMPABUJIBHOC BBIIIOJIHCHUC OAHOTO TCECTOBOI0 3adaHUA
oreuBaercs 1 6amnom, HerpaBmwibHOE — () GaIoB.
MakcumanbHass oO0m@asi cymma OaisioB 3a BCE INPAaBUJIBHBIE OTBETHl COCTAaBIISIET
HauBbIcuit 6amt — 100 6amios.

IIkajia oUEeHWBAHUS Pe3yJbTATOB KOMIBIOTEPHOIO TEeCTHPOBAHHUS O0YYAKIIUXCH
(pexomeHxyemMas )

Onenka IIpo1ieHT BEPHBIX OTBETOB bael

«YJOBJICTBOPUTEIHLHO 70-79% 61-75 6ammoB
«XOPOIIO) 80-90% 76-90 6amioB
«OTJIIMYHOY 91-100% 91-100 6aynos

Kiroun orBeToB

No Homep u Bapuant 36 | cereBoe
TeCTOBBIX | MPaBUJIbHOIO OTBETA
3aJJaHUH
1 B 37 | momgepxKKy
2 r 38
ayTeHTH(UKAITNH
3 B 39 | coxpaHeHus
4 B 40 | orpaHuueHHs
5 A 41 | 3amucu
6 B 42 | ceTsMM WJIH y3JIaMH
7 b 43 | ympaBieHus
8 B 44 | ympaBneHus
9 B 45 | 3aursl
10 B 46 | omepalMOHHOI cTOCOOHOCTH
11 B 47 | ynpaBisTh
12 A 48 | BUPTYaJIbHBIX
13 A 49 | ympaBieHus
14 B 50 | HECaHKIIMOHMPOBAHHOTO JJOCTYTA
15 A 51 | ynpaBuaTte
16 b 52 | ®eCTKuX JJUCKOB
17 B 53 | cIOXHOCTb
18 A 54 | onTuMM3ayu
19 A 55 | co3panus
20 B 56 | aHaynmza
21 B 57 | Ha3HayaTh
22 b 58 | coxpaneHus
23 B 59 | otnenbHbIE
24 A 60 | moMeHHBIE UMEHa
25 b 61 | mporpaMMHBIX
26 1B, 2b 62 | BUpTyaIbHBIMH MallMHAMHU
27 1B, 2B 63 | moctymHOCTH
28 1A, 2b 64 COCTOSIHHE
29 1B, 2b 65 | HacTpoek
30 1B, 2b 66 BOCCTAHOBJICHUS, BOCCTAHOBJICHHE
31 1A, 26 67 | KOHQUICHIMATEHOCTH
32 1A, 2b 68 MOAKJIFOYCHHUE
33 1A, 2B 69 ceTn
34 1A, 2b 70 CTaHAapTam
35 1A, 2b




JdeMmoBepcust
KoMmiekT TecTOBBIX 3aaHNii

Komnerenmus [1K-3. CriocoOHOCTh OCYIIECTBIATh BeeHHE 0a3bl TaHHBIX M TOICPIKKY
WH(OPMAIIMOHHOTO 00ECIICUCHHUS PEIICHUS IPUKIIATHBIX 3a/1a4

Nuaukarop I1K-3.3 Brnageer meTomaMu mocTpoeHUs, CONMPOBOXKICHUS W MoOIU(pUKauu
0a3 JaHHBIX B COOTBETCTBUM C HYXJIaMH KOHEYHOTO MOJIb30BATENsl, OCHOBAHHBIMU Ha METOax
PEISITUOHHON  anreOphl; SA3bIKAMH MPOTPAMMUPOBAHUS, OPHUEHTUPOBAHHBIMH Ha 0OpabOTKY
JTAaHHBIX

JucuMmiImHa AJIMUHUCTPUPOBaHUE MHPOPMAITMOHHBIX CUCTEM

3anaHus 3aKpbITOr0 THNA

3aiaHus aJbTEPHATUBHOIO BbIOOPaA

Buvibepume o0un npasuvhsiii omeem

IIpoctrie (1 ypoBeHs)

1. Kakas wu3 crneayromux 3agad He sBiISeTcs OOS3aHHOCTBIO aJIMHUHHCTpaTopa
MH(OPMALIMOHHBIX CUCTEM?

A) YcTaHoBKa IpOrpaMMHOr0 00eCeueHHUs.

b) Pe3zepBHOE KOIIMpPOBAaHUE JaHHbIX.

B) IIpoBenenne MapKeTHHIOBbIX HCCJIEI0BAHMM.

I') MOHUTOPUHT cETEBOI AKTUBHOCTH.

2. Kakoif W3 cieayronx MPOTOKOJIOB oOecreunBaeT Oe30macHylo mnepenady (aiios
MEXy YJaJIEHHBIMU KOMIIbIOTEpamMu?

A) FTP.

b) SMTP.

B) Telnet.

I') SSH.

Cpenne —cJi0xkHbIC (2 yPOBEHB)

3. Uto Takoe OpaHIMay> p B KOHTEKCTE HH(POPMAITMOHHBIX CUCTEM?
A) Ilporpamma /111 aHTUBHPYCHOM 3alUTHI.

B) YcrpoiicTBo njist puabTpanuu M KOHTPOJISI CeTeBOro Tpaguka.
B) Meton mndpoBaHus 1aHHBIX.

I') CnennanusupoBanHoe 000pyI0BaHUE I cxkaTus (ailyios.

4. Kakas orepalioHHas cUcTeMa BISETCS OTKPBITOM U OecriaTHON?
A) Windows.

B) macOS.

B) Linux.

I i0S.

5. IPOTOKOI UCTIONB3YETCA I YAAJIECHHOTO aJMUHUCTPUPOBAHUS KOMITBIOTEPOB?
A) SMTP.

b) FTP.

B) SSH.

') Telnet.

6. Uto takoe DNS?
A) IlpoTokon nepenayu TaHHBIX.



b) Meron mmppoBanus nuHGopMarum.
B) Cucrema 10MeHHBIX HMEH.
') ®opmart (aiinoBoii CUCTEMBI.

7. Kakast koMaHa UCTIOIB3YyeTCsl U1 OTOOpaskeHMsl CIIMCKa (aiiyioB B TEKYyIIEM KaTanore?
A) cd.

b) mv.

B) Is.

I') cp.

8. Kakoii Tun ataku mpezrnonaraeT OTIpaBKy OOIBIIOTO KOJIMYECTBA 3aIIPOCOB Ha CEPBEP C
LIEJIBIO €r0 MEPErpy3Ku U HEJOCTYIHOCTH Ul APYTUX MOJIb30BaTeNen?

A) DoS-araka.

b) SQL-unbekIusi.

B) ®uunr.

I') Cauddunr.

9. Yto takoe VPN?

A) BupryajibHasi 4acTHas CeTh.

b) BupTyanbHblii IpOIIECCOPHBIN y3€ll.
B) BuptyanbHblii n€4aTHbBIN HOCUTE.
') BuzyanbHast cuctema HaBUTalLlUU.

Caoxuble (3 ypoBeHb)

10. Yto Ttakoe (aepBos B KOHTEKCTE HHPOPMAIIMOHHBIX CHCTEM?

A) YcTpoHCTBO JUIsl pe3€pBHOTO KOMUPOBAHUS JAHHBIX.

b) IIporpamma 1 ynaneHus BUPYCOB.

B) CeteBoii puiabTp 1J151 KOHTPOJIS U OJOKMPOBKH CEeTEBOro Tpaduka.
') Meton mudpoBanust JTaHHBIX.

33)13HI/IH Ha YCTAHOBJICHHUEC COOTBECTCTBHUII.
Yemanosume coomeemcemesue Me:)fcdy J1€BbIM U NPABLIM cmwzéuaxwu.

IIpocrtsie (1 ypoBeHb)

11 YcranoBuTE COOTBETCTBHE:
(1B, 2b)

1 Texnoorus, Mo3BOISIONIAS
00BETMHUTH HECKOJIBKO (PU3HUECKHUX
JONCKOB B €IUHOC XpaHI/IJ'H/IIIIe JaHHBIX
IUUIA IOBBIIIEHUS HAAEKHOCTH WU/HUIN
HpOH?;BOI[I/ITeJ'H)HOCTI/I.

2 CepBuc, NO3BOJISIOIINN YCTAHOBUTH

0e30macHoOe COSIUHEHHE ucpes

OTKPBITYIO CCTh, obecneunBas 3alUTy U

KOH(i)I/I)IeHHI/IaJ'H)HOCTI) nepeaaBacMbIX
JaHHBbIX.

Cpenne-cjio:kHbIe (2 yPOBEHb)
12 YcraHoBHUTE COOTBETCTBHE:
(1A, 2B)

A) DNS (cucrema 10MEHHBIX UMEH)
b) VPN (BupTyanbHas 4acTHasi CETh)
B) RAID (maccuB n30bITOYHBIX
HE3aBUCHMBIX JHCKOB)



1 IIpouecc co3znanus pe3epBHBIX
KOIUI JaHHBIX U CUCTEMBI IS
00eCIICUYCHHS UX BOCCTAHOBJICHHS B
cirydae cO0sl U TIOTEPH.

2 TexHoJIOT™S, TTO3BOJIIONIAS CO3aTh
BUPTYAJIbHYIO BEPCHIO (PU3UICCKUX
PECYPCOB, TAKUX KaK CEPBEPHI,
XPaHWININA JaHHBIX U CETEBBIC
YCTPOMCTBA.

13 YcraHoBUTE COOTBETCTBUE:
(1B, 2b)

1 TexHomorus, mMo3BOJISIOIIAS
aBTOMAaTUYECKU Ha3Ha4ath [P-anpeca
U JPYTHE CETEBBIE HACTPONKH
YCTPOMCTBAM B CETH.

2 Meron npeobpasoBanus [P-anpecos
Y TIOPTOB BXOJAIIUX U UCXOASIINX
MAKETOB JJISl 00ECIICUEeHUS CBSI3U
MEXy JIOKAIBbHOM U TI100abHON
CETBIO.

14 YcranoBuTE COOTBETCTBHE:
(1B, 2b)

1 Cucrema, obecrieunBaromast
oOHapy>KeHHE U pearnpoBaHUe Ha
ITIOIIBITKH HecaHKHHOHI/IpOBaHHOFO
JIOCTYTIa ¥ BTOP)KCHUH B
KOMHI)I-OTepHI)Ie CUCTCMBI.

2 TexHoIOrus, IMO3BOJISIOIAst
co371aTh O€30IIaCHOE COEUHEHNE
4yepe3 OTKPBITYIO CETh, 00eCTIeUrBast
3alUTY U KOH(UICHIIUATEHOCTh
Nepe1aBaeMbIX JIAHHBIX.

Cao:xnble (3 ypoBeHb)

15 YcTaHoBUTE COOTBETCTBUE:
(1A, 2B)

TexHoIOTHSI, TTO3BOJISIONIAS CO3/1aTh
6e301acHoe coeTMHEHNE Yepes3
OTKPBITYIO CE€Th, 0OecTIeunBast
3alIUTY U KOHPHUIESHIINAIBHOCTD
nepeaBaeMbIX TaHHBIX.

2 Cucrema, oOHapyXHBaroIas
MIOTTBITKA HECAHKITMOHHUPOBAHHOTO
JIOCTYTIA UJTX BTOP>KEHHS B
KOMITHIOTEPHBIE CHCTEMBI H CETH.

A) Backup (pe3epBHOE KOIMPOBAHUE)
b) Virtualization (BupTyanu3arus)

B) Patch Management (ymnpaBieHue
naT4amu)

A) VLAN (BupTyasibHast JIOKaJIbHAsI CETh)
b) NAT (cereBoe aapecHoe mpeoOpa3oBaHu
e)

B) DHCP (mmpotokon auHaMUYecKOi
KOH(UTypaluu X0CTOB)

A) SAN (xpaHuIHILIE CETEBOrO JOCTYIA)
b) VPN (BuptyasibHas yacTHas CETh)

B) IDS (cucrema o6HapyxeHus
BTOP>KEHUIN)

A) VPN (BupTyasibHasi 4acTHasI CETh)

b) IDS (cucrema oOHapy>XKeHUS! BTOP>KEHHIA)
B) MDM (ynpaBneHue MOOHIbHBIMU
YCTPOMCTBAMH)



33}IaHHﬂ OTKPLITOI'O THIIA

33}IaHI/IH Ha JOIMOJTHCHUEC
Hanuwume nponyuieHnoe Cioe6o.

IIpoctbie (1 ypoBeHb)

16 IT-undpactpykrypa BKIHOUYAET B ceOsl anmapaTHOe, TPOrpaMMHOE U
obecneuenue. (cereBoe)

17Posp CHCTEMHOTO aIMHHUCTPATOPA BKIFOYAET B ce0sl yCTAHOBKY, HACTPOMKY H
UH()OPMAIIMOHHBIX CUCTEM. (OATEPKKY)

18 Active Directory - 3To cepBuC, MPEAOCTABIISIONINIA CPEACTBA IS YIPABICHHUS U
B Windows-ceTsx. (ayreHTH(pUKAIIN)

Cpeane-cio:xHbie (2 ypoBeHb)

19 Patch Management - 3To tiporiecc YCTaHOBKH H OOHOBIIEHUM TSI
UCIIPABJICHUS YI3BUMOCTEH B MHPOPMAIIHOHHBIX cUCTeMax. (ynpaBJieHus )

20 LDAP (Lightweight Directory Access Protocol) - ato nmpoTokout, mpeHa3HaYeHHbIH
JUISL TOCTYTIA U KaTajaoroR. (ynpaBJieHHs1)

21 Firewall - aTo ceTreBoe ycTpOICTBO MM POrpaMMHOE 0OeCIeYeHH e,

npeIHa3HAuYCHHOE JUTS CETH OT HECAHKIIMOHUPOBAHHOTO JAOCTYTIA.
(3amuTHI)
22 Disaster Recovery - 3To mpoiecc BOCCTAHOBJICHHUSI rocie

Ype3BbIYAHBIX CUTYyallMi Uik c00eB B MHPOPMAIIMOHHON cucTeMe. (onepanuoHHOM
CIOCOOHOCTH)

23 I'pynnoBas nosnutuka (Group Policy) B Windows-cpene nmo3Bosnser
aJIMUHUCTPATOpaM yCTaHABIUBATh U KOH(HUTyparuen moap30BaTeIbCKUX
KOMITBIOTEPOB. (YNPaBJIATD)

24 Tlousartue "BupTyanu3aius’ OTHOCUTCS K CO3TaHUIO BEpPCUI CEPBEPOB
WM PabOYMX CTAHIMI 000PYIOBAHUS WIIA ONEPAIMOHHBIX CHCTEM. (BUPTYAJIbHBIX)

25 LDAP (Lightweight Directory Access Protocol) ucrone3yercs st goctyna u
KaTaJIOrOB IOJIb30BATEINCH U pecypcoB B ceTH. (ynpaBJieHHs])

26 bpenamayap (Firewall) - aTo cereBoe ycTpoiicTBO MM IPOrpaMMHOE oOecTiedeHue,
NpeHA3HAYCHHOE JJIS 3alIUThI CETH OT . (HeCAHKIIMOHUPOBAHHOTO
JA0CTYyMA)

27 Qucneruep 3anau (Task Manager) mo3BossieT aAIMUHUCTPATOPY MIPOCMATPUBATH U
npoIieccaMu, 3aIyIICHHbIC Ha KOMITbloTepe. (YHPaBJIsATh)



28 RAID (Redundant Array of Independent Disks) - 3To TexHOIOTHsI, 00bEAMHSIONIASL
HECKOJIBKO JUIst 00ECIIeUeHHsT BEICOKOM OTKa30yCTOMYHUBOCTH H
[IPOU3BOIUTEIILHOCTH. (3K€CTKHX THCKOB)

CuaoxHble (3 ypoBeHb)

29 AnMuHHCTpaTOp MH(POPMAITMOHHBIX CHCTEM OTBEYAET 3a oOecreueHre
uH(popMaIuu. (KOH(PUIEHIHATIHLHOCTH)

30 BupryanpHas yactHas cetb (VPN) obecneunBaeT 3amuiieHHoe
yIaJieHHOE K ceTH. (IMOAKJII0UeHHE)

Kuroun orBeToB

Ne Homep n 16 | cereBoe
TECTOBBIX | BADHAHT
3aJaHUi | IPaBUJIBHOIO
0TBeTa
1 B 17 | nonnepxky
2 r 18 | ayreHTudukanuu
3 b 19 | ynpaBneHus
4 B 20 | ynpaBneHus
5 B 21 | 3amuTHI
6 B 22 | omepanruoHHON CIIOCOOHOCTH
7 B 23 | ynpaBusiTh
8 A 24 | BUPTYyaJbHBIX
9 A 25 | ympaBieHwHs
10 B 26 | HECaHKIIMOHUPOBAHHOTO AOCTYyNA
11 (1B, 2b) 27 | ynpaBusiTh
12 (1A, 2Bb) 28 | JKECTKUX JUCKOB
13 (1B, 2b) 29 | KoH(UIEHIIUATEHOCTH
14 (1B, 2b) 30 | mojkiIrOUeHUE
15 (1A, 2b)









